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1 1. Introduction
2
3 11 Purpose
4
5 This document contains technical specifications for data exchange between registries and the
6 Independent Transaction Log (ITL) under the Kyoto Protocol. This exchange of data forms the
7 technical basis for transactions under the mechanisms defined in Articles 6, 12 and 17 of the
8 Kyoto Protocol and the modalities for the accounting of assigned amounts (to demonstrate
9 compliance with emission targets) under Article 7.4 of the Kyoto Protocol.
10
11 These technical specifications contain full information on how the data exchange standards
12 are to be implemented. They are based on the functional specifications for data exchange,
13 which define in broader terms what data are exchanged and by whom. The technical
14 specifications are necessary to ensure that the registries and the ITL employ consistent data
15 exchange and messaging functionality.
16
17 The design of the ITL provides for the complementary functioning of supplementary
18 transaction logs (STLs) developed by groups of Parties under the Kyoto Protocol. Such STLs
19 are to conduct additional activities in relation to the transactions of those Parties under the
20 Kyoto Protocol and under regional trading schemes. This complementary functionality is
21 designed to avoid the duplication of validity checks and ensure consistent results between
22 transaction logs. It further serves to integrate electronic communications between the relevant
23 registries.
24
25 At time of writing, the only STL undergoing development is the Community Independent
26 Transaction Log (CITL) for the European Union greenhouse gas emissions trading scheme.
27 This is being developed under Article 20 of EU Directive 2003/87/EC.
28
29 1.2 Intended Audience
30
31 This document is to guide technical experts in the design, development and implementation of
32 communication functionality in registries and the ITL.
33
34 13 Scope
35
36 The data exchange standards define how data are to be exchanged between national
37 registries, the CDM Registry and the ITL under the Kyoto Protocol, as well as any STLs
38 established. The Technical Specifications include the communication protocols to be used
39 and a messaging architecture that includes an overall design for message management,
40 message content, and data transfer formats. They define in detail the specific data elements
41 to be exchanged between registry systems to support designated functionality throughout the
42 process.
43
44 The diagram in Figure 1-1 demonstrates how both national registries and the CDM Registry
45 will both send and receive messages enabling two-way communications exchanges to the ITL
46 through a Communications Hub. The figure further demonstrates how messages will be
47 forwarded to any STLs and will be returned by them to the ITL.
48
49 These technical specifications include:
50
51 Section 2 Assumptions and Constraints
52
53 Facts and constraints identified in the Functional Specifications and held to be
54 true for the Technical Specifications to be valid.
55
56 Section 3 Data Exchange Mechanism Specifications
57
58 Specifications relating to registration, authentication and communication
59 protocols required.
60
61
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Figure 1.1: Communication Via the Data Exchange Standards
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Section 4

Specifications for message exchange relating to unit transactions.

Section 5
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@
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Specifications relating to the process of reconciliation.

Section 6

ITL Administrative Processes

STL Public
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Specifications regarding notifications to registries, time checks and message

cancellations.

Section 7

Data Logging Specifications

Specifications for retaining records, utilizing internal logs and communicating

transaction data for reconciliation.

Section 8

Specifications to manage and distribute information on changes in the data

Change Management Specifications

content, messages, or message sequences to accommodate new requirements.
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Section 9

Annex A

Annex B

Annex C

Annex D

Annex E

Annex F

Annex G

Annex H

Annex |

Annex J

Annex K

Registry Initialization Specifications

Specifications on the start-up processes a registry will be required to complete
before initiating communication and data exchange with the ITL.

Glossary of Terms

This annex provides definitions, acronyms and abbreviations relevant to this
document.

Web Service Operations and Functions for Transaction Processing

This annex contains the detailed specifications for the Web services and
programming functions which receive and/or generate transaction messages.

Web Services Operations and Functions for Reconciliation

This annex contains the detailed specifications for the Web services and
programming functions relating to reconciliation.

Web Service Operations and Functions for Administrative Processes

This annex contains the detailed specifications for the Web services and
programming functions which receive and/or generate administrative messages.

List of Checks and Response Codes for Transaction Processing

This annex identifies the categories of transaction responses and provides a
numeric list of responses.

Definition of Identifiers

This annex provides detailed specifications and rules for creating and using
identifiers for entities for which information is exchanged.

List of Codes

This annex identifies the codes which are used to represent a variety of
categories, types, and statuses which may be contained in messages.

Test Protocols for Data Exchange Specification Implementation

This annex addresses the test requirements for verifying conformance with the
Data Exchange Specifications Version 1.0.

Messaging Service Specification

This annex provides information on the required XML message structure.

QA Checklist by Requirement

This annex lists the requirements in the "Data Exchange Standards for Registry
Systems under the Kyoto Protocol: Functional Specifications, Draft Version
<7.0>" and cross references the sections of the Technical Specifications which
address them.

Descriptive Langage (WSDL) Documentation

This annex provides the WSDLs for the Web services required for message
exchange between a registry and the ITL and examples for each transaction

type.
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152 Annex L WSDL Examples and Instructions

153

154 This annex provides additional information and examples about how data

155 should be provided for each transaction and notification type.

156

157 1.4 Definitions, Acronyms, Abbreviations and Terminology

158

159 See the glossary in Annex A for definitions, acronyms and abbreviations relating to the Kyoto
160 Protocol and related policy documents defining how the Protocoal is to be implemented.

161

162 This list is intended to promote a common understanding of terminology which is critical to
163 understanding and interpreting the Technical Specifications, and to ensure that developers
164 and policy analysts use a common vocabulary for describing and discussing the specifications
165 for data exchange.

166

167 It is important that readers familiarize themselves with these definitions, as the usage of many
168 terms in this document are specific to these technical specifications and are not generic.

169

170 Note in particular that the term "registries" refers to both national registries and the CDM

171 Registry. "Registry systems" refers to both registries and the ITL.

172

173 1.5 Derivation Documents

174

175 e Data Exchange Standards for Registry Systems under the Kyoto Protocol: Functional
176 Specifications (Version 1.0)

177 —> http://unfcce.int/sessions/workshop/281103/documents.html

178

179 e Decisions 15-18/CP.7 on the mechanisms under the Kyoto Protocol

180 - Document FCCC/CP/2001/13/Add.2

181 —> http://unfcce.int/resource/docs/cop7/13a02.pdf

182

183 e Decision 19/CP.7 containing general requirements for the ITL and registries and

184 modalities for the accounting of assigned amounts under the Kyoto Protocol

185 - Document FCCC/CP/2001/13/Add.2

186 —> http://unfcce.int/resource/docs/cop7/13a02.pdf

187 e Decision 24/CP.8 containing general design requirements for the data exchange

188 standards

189 - Document FCCC/CP/2002/7/Add.3

190 —> http://unfcce.int/resource/docs/cop8/07a03.pdf

191

192 e Decision 19/CP.9 on the modalities and procedures for afforestation and reforestation
193 Project activities under the clean development mechanism in the first Commitment
194 Period of the Kyoto Protocol

195 - Document FCCC/CP/2003/6/Add.2

196 —> http://unfcce.int/resource/docs/cop9/06a02.pdf

197

198 1.6 Multiple Language Support

199

200 With the exception of the country codes which utilize the alpha codes in ISO3166, all message
201 content exchanged is represented as numeric values. The numeric codes are listed in Annex
202 G. Therefore, the content of all messages is independent of a specific language.

203

204 1.7 Validity of Data

205

206 The non-functional requirements for registries and the ITL require accuracy and data integrity.
207 These requirements are addressed throughout these technical specifications, including in
208 particular, the requirements for data elements and message content. The reconciliation

209 process also provides assurance that these non-functional requirements will be met.

210
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211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239

21

2.2

Assumptions and Constraints

These technical specifications are based upon the derivation documents specified in Section
1.5. In particular, they are based upon the constraints and requirements contained in the
Functional Specifications for the Data Exchange Standard. A detailed cross reference of
these technical specifications and the specific requirements is included in Annex J.

Assumptions

The ITL will have access to the Compilation and Accounting Database (C & A Database) of
the Secretariat.

The ITL will receive information regarding CDM Projects from the CDM Executive Board and
information regarding track 2 joint implemenation projects from the Article 6 Supervisory
Committee.

Constraints

These data exchange standards utilize the following standards:

e SOAP
http://www.w3.0org/TR/2000/NOTE-SOAP-20000508

e XML
http://www.w3.org/TR/2000/REC-xml-20001006

e \WSDL
http://www.w3.org/TR/wsdl|
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3.1

Registry User Transfgrring "Proposal is acceptable,
Registry VEN | will log and forward this."

Registry User Acquiring

Data Exchange Mechanism Specifications
General Requirements

Communications between the registries and the ITL must be secure and processed as real-
time transactions. The Functional Specifications for the Data Exchange Standards specify the
use of TCP/IP connections using encrypted messages over the Internet. Communications
must be protected from modification or interception in transit. Users must be authenticated to
ensure their identity and associated permissions. Communications will be initiated by either
registries or the ITL and an immediate response will be expected.

To provide this functionality, the registries and ITL shall utilize a consistent and coordinated
set of technical solutions. The technical specifications require:

Web services using Simple Object Access Protocol (SOAP);
Hardware-based Virtual Private Network (VPN);

XML formats adhering to the described standards in Annexes | and K;
Digital signature authentication; and

Network time protocols.

Each of these technologies, with the exception of the VPN requirement, is platform and
language independent. As discussed below, the hardware specifications for the VPN will take
into account cost, interoperability and existing registry hardware, to the extent feasible.

Figure 3.1 provides a diagram of the basic architecture of the data exchange mechanism
required for communications between registries and the ITL.

Figure 3.1: Data Exchange Architecture

XML Request:
"l am proposing a
transfer to another Registry."

XML Response:

Communications Hub
and Transaction Log

XML Request:

"I have a transfer proposal.
< . e
Please confirm or reject.

_/

XML Response:
"The proposal is acceptable."
Registry VPN
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275 3.2 Communications Specifications

276

277 All registries and the ITL shall use Web services to support the sending and receiving of

278 messages. Web services enable disparate applications running on different machines to
279 easily exchange data with one another without requiring additional proprietary third-party
280 software or hardware. Web services depend upon a standard XML messaging systems and
281 SOAP and therefore are not tied to any one operating system or programming language.
282 Based on common industry standards and existing technology such as XML and HTTP, web
283 services costs very little to deploy. Any information that is exchanged to and from both

284 registries and the ITL shall be through the use of XML exchanged via SOAP. For technical
285 specifications on the construct of these documents, see Annexes | and K.

286

287 SOAP is one of several an XML-based protocols for exchanging information between

288 computers and is widely used in the internet community. Since SOAP runs primarily on top of
289 HTTP and XML, all communications are encrypted using Secure Socket Layer (SSL).

290

291 Both the ITL and all registries shall be available for requests via the Internet.

292 The technical specifications for the functionality of these Web services are defined in the Web
293 services and functions specified in Annexes B, C, and D.

294

295 3.3 Data Transfer Security

296

297 3.3.1 Virtual Private Network

298

299 All communications to and from registries and the ITL shall be protected using hardware-
300 based virtual private network (VPN) technology. VPN technologies provide the ability to

301 "tunnel" through the Internet from one point to another, protecting all communications. Prior to
302 the creation of a VPN tunnel, a digital certificate is issued to a prospective client end-point,
303 allowing the client to provide proof of identity. The client installs the certificate into their VPN
304 end-point. The client initiates the connection and is authenticated by the VPN server. Using
305 digital certificates, the VPN server accesses a central authority to negotiate authentication
306 credentials. During the tunnel creation process, encryption is negotiated, ensuring that all
307 communications through the tunnel are protected.

308

309 The ITL shall be located on an Internet-connected network protected by a hardware-based
310 firewall. The firewall shall be configured with rules such that only "registered" clients can

311 make connections to the VPN server. This is achieved through client registries having fixed
312 public IP addresses and the ITL only accepting communications originating from these IP
313 addresses. Client registries shall implement hardware-based VPN end-points for use in

314 connecting to the system. These VPN end-points shall be configured with the appropriate
315 credentials as provided by the ITL Administrators. The client VPN end-points shall be

316 configured to maintain the VPN tunnel permanently, in order to allow reliable, two-way, real-
317 time communication between the ITL and a client registry at all times.

318

319 3.3.2 Client VPN Specifications

320

321 VPN equipment at the client registries shall be dedicated devices that can reliably terminate
322 the VPN connection to the ITL as well as maintain acceptable performance levels. The

323 recommended VPN equipment adequate for a client registry VPN connectivity is a Cisco PIX
324 firewall/NVPN device. Information on the Cisco PIX firewall is available at

325 http://www.cisco.com/warp/public/cc/pd/fw/sqfwSDD/.

326

327 3.3.3 IPSec VPN

328

329 In addition to the site-to-site VPN infrastructure, the use of IPSec VPN will provide for site-to-
330 site authentication, data integrity, and data encryption. IPSec VPN configurations provide for
331 authentication between two end-points in a VPN connection. The ITL will identify and

332 authenticate the remote client via the IPSec connection using a digital certificate provided by a
333 Certificate Authority.

334

335 IPSec also ensures data integrity of all communications passed through the VPN tunnel.

336 Packets of data are hashed and signed using the authentication information established by the
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337 VPN. Data confidentiality is also ensured by IPSec encrypting the data using Triple DES

338 (B3DES). This encryption addresses only the network traffic itself, not the application level
339 SOAP communications.

340

341 3.3.4 SSL

342

343 SSL shall be used for all communications between the registry and the Communications Hub.
344 SSL provides application server-to-application server authentication as well as data

345 encryption. Since IPSec VPN provides only site-to-site authentication, a method is required to
346 authenticate the actual registry communications to the ITL, in particular where multiple

347 registries are hosted on a single site. Additionally, SSL protects any communications that may
348 pass over the networks at the registry site before transport through the VPN on to the ITL.
349

350 34 The Communications Hub and Message Queue

351

352 The security layer and supporting hardware and software between the VPN and ITL database
353 is the Communications Hub. The Communications Hub receives and logs all messages

354 passed through the VPN. The Communications Hub hosts a message queue which

355 processes all incoming messages. The purpose of the queue is to receive and store

356 messages and to provide scalability during peak transaction times.

357

358 3.5 Data Transfer Format Specifications

359

360 All message packages must utilize XML and conform to the standards in Annex |. WSDL
361 specifications for these XML messages are defined in Annex K.

362

363 3.6 Certificate Authority

364

365 SSL requires the use of a trusted Certificate Authority in order to realize the full benefit of
366 positive authentication and secure encryption. Trusted Certificate Authority services are
367 provided commercially by several vendors, such as Verisign and Thawte. These vendors
368 verify identity and issue certificates which can be used to positively identify an organization
369 and encrypt data communications between the organization and other certificate holders.
370 These vendors are already widely used and trusted worldwide, with a large percentage of
371 online transactions via SSL using their certificates.

372

373 Due to the number of registry end-points and size of the VPN, a third-party managed

374 Certificate Authority will be used, as specified by the ITL.

375

376 3.7 User Accounts

377

378 The ITL VPN shall register and maintain user IDs and passwords for users who are logging in
379 directly to the ITL’'s Web application. A user account is valid for an indefinite period of time.
380 The ITL may revoke or replace a user’s registration or password if there is a suspected breach
381 of security or rules of behaviour by a user.

382

383 3.8 Time Validation Specifications

384

385 To ensure that transaction rules are accurately and consistently applied to all proposed

386 transactions, the ITL and registries shall use a consistent convention for recording time, and
387 shall also utilize time synchronization practices and procedures to ensure accurate logging
388 and sequencing of all transactions. Accurate and consistent time clocks are essential to the
389 reconciliation process.

390

391 All dates and times shall be recorded as Greenwich Mean Time (GMT).

392

393 Time information shall be submitted as a date, hour, minute and second in the format:

394 YYYY-MM-DD HH:MN:SS

395

396 All registries and the ITL shall use Network Time Protocol (NTP) version 3 or better software
397 to synchronize their clocks with well known public Stratum 2 time servers. NTP ensures that
398 both the ITL and registries maintain consistent and accurate times. NTP software has been

Technical Specifications for Data Exchange, Version <1.0>, Draft #7, November 3, 2004 Page 8



399 ported to all major computing platforms, and in some cases is bundled with the operating

400 system. Information on NTP is found at http://www.ntp.org/. A list of well known international
401 Stratum 2 NTP time servers is maintained at

402 http://www.eecis.udel.edu/~mills/ntp/clock2a.html. A list of NTP ports to various computing
403 platforms and other resources is found at http://www.ntp.org/links.html. Any NTP version 3 or
404 better client is acceptable. Registries should configure their clients to contact two or more
405 public NTP servers that are close to them in terms of traffic routing on the Internet.

406

407 As part of the ITL administrative functions described in Section 6 and Annex D, the ITL shall
408 perform a time check service for registries in which the ITL can request the time. The ITL is
409 responsible for recording the time in which each message is routed through its

410 Communications Hub and enters the message queue.

411

412 Figure 3.2 outlines the sequence in which the time stamp of a message is evaluated. Sixty
413 seconds is the recommended allowable time between Request Time Stamp (1) and Response
414 Time Stamp (2). All Web services requests must receive an appropriate response, although
415 this does not mean that any one or all transactions requested in the message is complete. An
416 Acquiring Registry shall complete and send to the ITL a confirmation of the transaction as
417 soon as possible and no later than 24 hours from Time Stamp (2). If a confirmation is not
418 received by the ITL within 24 hours, the transaction is no longer valid and will be cancelled by
419 the ITL.

420

421 Figure 3.2: Process Time Stamps

422

Time Stamp (3):
— Acknowledges the time in

Time Stamp(1) : which the ITL sends the

Acknowledges time in message on to Acquiring
which message was sent Registry and is expecting a
|_from Transferring Registry. confirmation or rejection of

proposal no later than 24
hours from Time Stamp (2).

Registry Send Proposa ITL Send Checked Propos Registry

Time Stamp (2) :
Acknowledges the time in
which the ITL received the

message and placed it in

Time Stamp (4) :
Acknowledges when the
Acquiring Registry receives
the message from the ITL.

holding.
423
424
425
426 3.9 Message Time-to-Live
427
428 Messages should be allowed a minimum of sixty seconds in which to respond to the
429 requesting Web service. This time-to-live is the time it takes between the first byte of the
430 request sent by the sender and the last byte of the response received by the recipient. In
431 most cases, the time in which it takes to validate the digital signature, user account and
432 password and verify that the message was a well-formed XML document should not exceed
433 sixty seconds. A registry may elect to exceed this limit and accept messages which exceed
434 this timeframe.
435
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436 4. Unit Transaction Processes

437

438 41 Unit Transaction Types

439

440 This section of the Technical Specifications addresses the messages and content

441 requirements necessary to support submissions of unit transactions by registries and the
442 validation of those transactions by the ITL. The unit transactions either involve the transfer of
443 ownership of a unit, a change in a attribute of a unit, or the replacement of a tCER or ICER.
444 This section will describe the data exchange flow, the responsibilities of registries, and the
445 responsibilities of the ITL in order to complete a unit transaction.

446

447 The following unit transactions are described:

448

449 e [ssuance;

450 e Conversion;

451 e External Transfers;

452 e Cancellation (Internal Transfer);

453 ¢ Replacement (Internal Transfer);

454 ¢ Retirement (Internal Transfer);

455 e Carry-over; and

456 o Expiry Date Change.

457

458 411 Issuance

459

460 The issuance of AAUs is undertaken by a Party in its national registry on the basis of its

461 assigned amount under Articles 3.7 and 3.8 of the Kyoto Protocol (which is in turn calculated
462 on the basis of greenhouse gas emissions during the base year). The issuance of RMUs is
463 undertaken by a Party in its national registry on the basis of its net removals of greenhouse
464 gases through LULUCF activities. The issuance of tCERs, ICERs, and CERs into a pending
465 account is undertaken by the CDM Executive Board, in the CDM Registry, on the basis of
466 verified and certified reductions in greenhouse gas emissions or removals of greenhouse
467 gases from the atmosphere through a CDM Project activity. Issuance of such units is

468 monitored and validated by the ITL.

469

470 The issuance process for AAUs, RMUs, tCERs, ICERs, and CERs follows the single registry
471 model of data exchange described in Section 4.3.

472

473 41.2 Conversion

474

475 The conversion of AAUs and RMUs to ERUs is undertaken by a Party in an account in its
476 national registry. AAUs are converted to ERUs in its national registry on the basis of verified
477 reductions in emissions through a Joint Implementation (JI) Project. RMUs are converted to
478 ERUs on the basis of verified removals of greenhouse gases through a JI Project. Conversion
479 of such units is monitored by the ITL.

480

481 The conversion process of AAUs and RMUs to ERUs follows the single registry model of data
482 exchange described in Section 4.3.

483

484 41.3 External Transfer

485

486 The external transfer of AAUs, RMUs, ERUs, tCERs, ICERs, and CERs to another registry is
487 undertaken by a Party, an entity, or the CDM Executive Board, on the basis of the amount
488 proposed by the transferor. The external transfer of such units is monitored and validated by
489 the ITL.

490

491 The external transfer process for AAUs, RMUs, ERUs, tCERs, ICERs, and CERs follows the
492 two registry model of data exchange described in Section 4.4.

493

Technical Specifications for Data Exchange, Version <1.0>, Draft #7, November 3, 2004 Page 10



494 4.1.4 Cancellation

495

496 The internal transfer of AAUs, RMUs, ERUs, CERs, tCERs and ICERs to a cancellation

497 account is undertaken by a Party, an entity or the CDM Executive Board, on the basis of the
498 amounts proposed by the transferor. The cancellation of such units is monitored and validated
499 by the ITL.

500

501 Although the ITL will notify the registry about units which must be carried over or cancelled at
502 the end of a Commitment Period, it is not necessary to include the Notification ID received
503 from the ITL for subsequent cancellation transactions.

504

505 However, when the ITL notifies a registry regarding excess tCER or ICER issuance requiring
506 cancellation of a portion of these units, the Notification ID must be submitted in the

507 Cancellation transaction.

508

509 The cancellation of AAUs, RMUs, ERUs, tCERs, ICERs, and CERs follows the single registry
510 model of data exchange described in Section 4.3.

511

512 41.5 Replacement

513

514 The replacement of tCERs and ICERs occurs through the internal transfer of AAUs, RMUs,
515 ERUs, CERs, tCERs or ICERs to a replacement account and is undertaken by a Party or an
516 entity, on the basis of the amounts proposed by the transferor. The replacement of such units
517 is monitored and validated by the ITL.

518

519 For replacements required by a Reversal of Storage action or a Non-submission of

520 Certification action by the CDM Executive Board, the registry must include the Notification ID
521 associated with the replacement transaction. This Notification ID is used to determine if the
522 replacement should be considered when the ITL performs a follow-up evaluation to assess
523 whether the required replacement has been completed.

524

525 The replacement of tCERs and ICERs follows the single registry model of data exchange

526 described in Section 4.3.

527

528 4.1.6 Retirement

529

530 The internal transfer of AAUs, RMUs, ERUs, CERs, tCERs and ICERs to a retirement account
531 is undertaken by a Party or an entity, on the basis of the amounts proposed by the transferor.
532 The retirement of such units is monitored and validated by the ITL.

533

534 The retirement of AAUs, RMUs, ERUs, tCERs, ICERSs, and CERs follows the single registry
535 model of data exchange described in Section 4.3.

536

537 41.7 Carry-over Process

538

539 The carry-over of AAUs, ERUs and CERs is undertaken by a Party in an account in its

540 national registry, on the basis of the amount of units in holding accounts after expiration of the
541 additional period for fulfilling commitments (the "true-up period"). The units remain in the

542 same account and the serial numbers remain unchanged. The effect of the carry-over

543 transaction is to give recognition, both within the registry and the ITL, to the validity of the units
544 in the next Commitment Period. Any units in holding accounts that are not carried over in this
545 manner must be cancelled. The carry-over of units is monitored and validated by the ITL.

546

547 At the conclusion of the true-up period for a Commitment Period, the ITL will send notifications
548 to a registry indicating the units which have not been carried over and the limits on carry-overs
549 to the new Commitment Period. There will be a separate notification for each unit type. All
550 carry-over transactions must contain the Notification ID sent by the ITL and must only contain
551 units of the type specified by that Notification ID.

552

553 The carry-over of AAUs, ERUs and CERs follows the single registry model of data exchange
554 described in Section 4.3.

555
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556 4.1.8 Expiry Date Change

557

558 The change in the expiry date is undertaken by a Party for tCERs and ICERs. For tCERs, this
559 transaction may be necessary where they are initially issued with an expiry date which is

560 different from that eventually agreed as the end of the subsequent Commitment Period. For
561 ICERSs, this transaction will occur when the Executive Board approves the renewal of the

562 crediting period for a Project. The ITL ensures that these expiry date changes are consistent
563 with the appropriate dates and updates the tCER and ICER expiry dates in the ITL database.
564

565 The expiry date change transaction follows the single registry model of data exchange

566 described in Section 4.3.

567

568 4.1.9 Internal Transfers and Other Transactions Routed to an STL

569

570 For transactions routed to an STL, the ITL conducts general transaction checks necessary to
571 mark the unit blocks as unavailable due to a pending transaction and splits the blocks as

572 necessary. The ITL records the results of this basic step and routes them to the relevant STL
573 for further evaluation against STL rules and requirements.

574

575 Supplemental transactions follow either the single registry model or the multiple registry

576 model. If an STL wishes to institute a supplemental transaction to be routed through the ITL,
577 the STL must coordinate the development of this transaction with the ITL Administrator.

578

579 4.2 Description of Data Exchange Flow

580

581 The data exchange flow for each unit transaction type follows one of two models: the single
582 registry model or the multiple registry model. Most of the transaction types follow the single
583 registry model. External transactions, and some supplemental transactions not described in
584 this document, follow the multiple registry model. This single registry model is described first,
585 followed by the data exchange model for multiple registries engaged in an external

586 transaction. The sections for both models contain the following subsections:

587

588 e UML Behaviour Diagram; and

589 e Stage Table.

590

591 The UML Behaviour Diagram is a high level representation of processes which is designed to
592 capture the participants in each process and the order in which the components are used.
593 Within the diagram, specific technical "components" (representing specific programming logic)
594 are defined. The Behaviour Diagram is based on the standards for the Unified Modeling

595 Language (UML), with text annotations to help non-technical readers interpret it more easily.
596 These diagrams include the following symbols and conventions.

597
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598 Figure 4.1: Key to UML Diagram
599

UML Element Description

Actors & swim lanes At the top of each diagram the participants in the process
are represented by a word preceded with a colon (:).
Actions involving a participant are presented in the "swim
| lane" which is directly underneath the participant’s icon or
box, and represented by a dashed vertical line.

‘Registry

This symbol indicates that the diagram is a sequence
sd diagram. The symbol is followed by the name of the
process.

This symbol indicates that there is a secondary sub-
diagram for the component which provides additional
ref detail of the functionality.

This symbol indicates that the process supports
alternative outcomes in the prior step. Within an
alternative, there may be a second alternative scenario,
equivalent to programs which contain nested "if...then"
alt statements. In the issuance process, for example, the
issuance is either accepted (Result = Success) or a
discrepancy is identified (Result = Failed). If successful,
the registry can either confirm the issuance or terminate
the issuance.

This symbol indicates that the process within the box will
only be executed if a certain condition is met.
This symbol indicates that the process in the box is

. repeated a number of times. For example in the Time
||°°p [ for each reglstry ] / Synchronization process, the processes within the box are

executed once for each registry that interacts with the ITL.

This symbol represents a message containing an XML
document, its transfer and the "acknowledgement" of its
| Transfer XML Document’

receipt. The message is "sent" from one component and
"received" by another component, as indicated in footnote

(x)-

Boxes with dotted outlines These boxes represent a component or area of
functionality necessary to the process, but which does not
have specifically defined input or output parameters used
for messaging. These components could be defined and
implemented by developers in many different ways.

Boxes with solid outlines These boxes represent a component which performs a
specific task necessary to the process. These
components either receive or produce the information
which is used for messaging.

600
601
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602
603
604
605
606
607
608
609
610
611
612

613
614
615
616
617
618
619
620
621
622
623
624
625
626

627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642

4.3

The Stage Table represents the sequence of events in terms of the "stage" and its relation to
the "status" of a transaction or reconciliation action. The stage of a transaction defines where
in the process of information exchange a particular message or evaluation occurs. A stage
ends and a new stage begins when a message has been successfully transmitted and
received by either a registry or the ITL or when the last step of a process occurs. The orderin
which each defined stage occurs may vary based on the specific process and based on the
results of the ITL validation process. The numbers assigned to stages should not be used as
an indicator of acceptable stage sequences.

Figure 4.2: Key to Stages

Stage oy
Processes Code Stage Description
P Proposed Proposal issued from Transferring Registry.
TR ITL Review Proposal evaluated at ITL.
Issuance,
Conversion, RR Registry Review Proposal evaluated at Acquiring Registry.
External
Tlrr?tr:asr]:nazgls, RA Registry Accepted Acquiring Registry has accepted transaction.
Transfers, ITL has received the evaluation result
Carry-over, TA ITL Accepted (accepted or terminated) from the Acquiring
Expiry Date Registry.
Change
RC Registry Complete Registry has completed the transaction.
TC ITL Complete ITL has completed the transaction.

For transaction processes, the stage codes are not submitted in the XML message and are
only represented in this table for clarity.

These technical specifications describe in general terms the programming logic that should be
implemented at the registries and the ITL to establish reliable communications. A list of
functions needed to implement this specification is included for each model. Technical
information for transaction functions, including required inputs, outputs, and responses, is
included in Annex B.

The results of a transaction evaluation conducted by the ITL or an Acquiring Registry are
returned in the XML document in the form of Response codes. Response codes and
corresponding checks are grouped by the category of check can be found in Annex E.

Single Registry Model
The single registry model for transactions applies to the following transaction types:

Issuance;

Conversion;

Cancellation (Internal Transfer);
Replacement (Internal Transfer);
Retirement (Internal Transfer);
Carry-over; and

Expiry Date Change.

The following steps apply to all the above transactions and describe the sequence of
messages necessary to complete the transaction. This description assumes that the
transaction is not sent to an STL.
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643 Step 1 — Proposal

644

645 The registry sends a proposal for a transaction to the ITL using the AcceptProposal Web
646 service method on the ITL. The proposal contains the transaction type, the units involved in
647 the transaction, the appropriate transferring and acquiring account information, and the

648 appropriate Notification ID information.

649

650 Step 2 — ITL Review

651

652 The Communications Hub receives the proposal and, once the incoming message is verified
653 to be well formed and authentic, it places the message in a queue for processing. Messages
654 are processed from the queue in the order received. The ITL validates the transaction against
655 the business rules for the appropriate transaction type. If a discrepancy is found, the ITL
656 notifies the registry of the requirement(s) the transaction proposal did not meet. The units
657 involved in the transaction cannot be used in another transaction until the registry sends a
658 termination request.

659

660 If the transaction meets all requirements, the ITL records the transaction as pending and
661 marks the units involved in the transaction as unavailable to any other transaction.

662

663 The ITL sends the results of the validation, whether a discrepancy was found or not, to the
664 registry via the AcceptNotification Web service method that registries are required to

665 implement. If the ITL identified one or more discrepancies, response codes will be included in
666 the message to indicate the type of discrepancy found.

667

668 Step 3 — Reqistry Complete/Reqistry Terminate

669

670 Once the registry processes the ITL notification it must complete the transaction, either by
671 finalizing it (if no discrepancy was found) or by terminating it. The registry calls the

672 AcceptNotfication Web service method on the Communications Hub to complete the

673 transaction.

674

675 Step 4 — ITL Complete

676

677 If the registry requested the ITL to finalize the transaction, the ITL updates its records for the
678 units in the transaction as appropriate for the transaction type. The units are now free to be
679 used in any other transaction. If the registry requested the ITL to terminate the transaction,
680 the ITL will mark the transaction as terminated. The units that had been part of the transaction
681 are now free to be used in another transaction.

682

683 The completed transaction has now been logged by the ITL.

684
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685
686
687
688

689

4.3.1

Single Registry Behaviour Diagrams

Figure 4.3: Single Registry Transaction Behaviour Diagram

sd Single Registry Transactions

O

:Registry
User

:Initiating
Registry

User Initiates
Transaction

Generate_Proposal()

ATL

Transfer XML Document '

AcceptProposal()

ITL Validates Proposal

alt

This section describles the events that

This section describes the events that
follow from a successful validation.

follow from the validation checks failing.

[ Result = Validat

ion Checks Fail ]

ref) Discrepancy Notification

(see referen

ce diagram)

[ Result = Validation Checks St ful ]

Record Transaction as

Checked (No

Discrepancy)

Transfer XML Document

AcceptNotification()

Finalise_Transaction()

it

[ Result = Registry T?rminates Issuance ]

This sectionidescribes the
events that follow from the
registry termlinating the

Terminate Transaction
(see reference diagram)

transaction.

transaction.

[ Result = Registry

This section;describes the events that
follow from the registry completing the

Confirms Issuance ]

Transfer XML Document

AcceptNotification()

Record Transacti

ion as Completed

1. Function Generate_Proposal creates an XML document that proposes a transaction and sends the document to the AcceptProposal Web service on

the ITL.

2. The ITL creates an XML document to inform the registry that the transaction was successfully validated and sends the document to the
AcceptNotification Web service on the registry.
3. Function Finalise_Transaction creates an XML document to inform the ITL that the transaction is complete and sends the document to the

AcceptNotification Web service.
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690

691

692
693

694
695

696

Figure 4.4: Discrepancy Notification Sequence Diagram

sd Discrepancy Notification /

:Initiating
Registry

:TL

Record Transaction as
Checked (Discrepancy)

AcceptNotification()

|
rel/

Terminate Transaction

K Transfer XML Document’ |

1.
AcceptNotification Web service on the registry.

In order to inform the Initiating Registry of a discrepancy the ITL prepares and sends an XML document to the

Figure 4.5: Terminate Transaction Sequence Diagram

sd Terminate Transaction /

:Initiating
Registry

Terminate_Transaction()

:TL

Transfer XMI Document! >

AcceptNotification()

Record Transaction as
Terminated

1.

service on the ITL to inform the ITL that the transaction was terminated.

The Terminate_Transaction function on the registry creates and sends an XML document to the AcceptNotification Web
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4.3.2

4.4

Single Registry Transactions Stage Table

Figure 4.6 describes each stage of the process for single registry transactions. For example,
the first row of the table should be read as follows: When the stage is "Proposed,” the stage
ended with "Message 1" containing the transaction status of "Proposed." The message is sent
to the "ITL" and generated by the "registry."

Figure 4.6: Single Registry Stage Table

Stage | Stage Name Stage_ Fik Transaction Status Sent To Generated
With By
P Proposed Message 1 Proposed ITL Registry
Checked (Discrepancy)
. or .
TR ITL Review Message 2 Checked Registry ITL
(No Discrepancy)
Registr Completed
RC gistry Message 3 or ITL Registry
Complete -
Terminated
Completed
TC ITL Complete No Message or -- --
Terminated

Two Registry Transaction Model

The two registry model for transactions applies to External Transactions in which units are
transferred to a different registry. The initial steps are similar to the single registry model, but
require the additional step of forwarding the proposal to the Acquiring Registry. The following
steps describe the sequence of messages necessary to complete an external transfer:

Step 1 — Proposal

The registry sends a proposal for a transaction to the ITL using the AcceptProposal Web
service method on the Communications Hub. The proposal contains the transaction type, the
units involved in the transaction, the transferring and acquiring account types, and the
transferring and acquiring account identifiers.

Step 2 — ITL Review

The Communications Hub receives the proposal and, once the incoming message is verified
to be well formed and authentic, it places the message in a queue for processing. Messages
are processed from the queue in the order received. The ITL validates the transaction against
the business rules for external transactions. If the transaction meets all requirements, the ITL
records the transaction as pending and marks the units involved in the transaction as
unavailable to any other transaction. It then forwards the proposal to the Acquiring Registry.

If a discrepancy is found, the ITL will notify the Initiating Registry of the requirement(s) the
transaction proposal did not meet. The ITL will also notify the Acquiring Registry that the
transaction was not completed. The units involved in the transaction cannot be used in
another transaction until the Initiating Registry sends a termination request.
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736 Step 3 — Registry Review

737

738 The ITL forwards the transaction proposal to the Acquiring Registry by calling the

739 AcceptProposal Web service method on the Acquiring Registry. The Acquiring Registry

740 evaluates the proposal and either accepts or rejects it. In either case, the Acquiring Registry
741 calls the AcceptNotification Web service method on the ITL to inform the ITL of its evaluation
742 result.

743

744 Step 4 — ITL Relay

745

746 The ITL updates the transaction status with the result of the Acquiring Registry evaluation and
747 notification and forwards the evaluation result to the Initiating Registry. The ITL calls the

748 AcceptNotification Web service method on the Initiating Registry.

749

750 Step 5 — Registry Complete

751

752 The registry completes the transaction. The registry calls the AcceptNotification Web service
753 method on the ITL to inform the ITL when it has finished updating its records.

754

755 Step 6 — ITL Complete

756

757 The ITL completes the transaction. The ITL updates its records for the units in the transaction.
758 The units that had been part of the transaction are now available to be used in another

759 transaction.

760

761 The completed transaction has now been logged by the ITL.
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762 4.4A1
763
764

765

UML Behaviour Diagram for Two Registry Transactions

Figure 4.7: External Transfer Behaviour Diagram

sd External Transfers

:Initie_lting ITL :Ach_Jiring
Registry Registry
!
‘Registry :
|
User H
User Initiates Transactio% }
1
| Initiating Registry Checks
External Transfer |
—E =
| Generate_Proposal() |
| Transfer XML Document ! I\/
| AcceptProposal() |
1
| ITL Validates Proposal |
a|t ) [ Result = Validatipn Checks Fail ]
This seation describes the I_lﬂ) Discrepancy Notification |
events that follow from the
validation checks failing.
[ Result = Validation Checks Successful ]
This section describes the Record Transaction as
events that fol!ow from a Checked (No Discrepancy)
successiul validation.
Transfer XML Document 2
| AcceptProposal() |

| Validate_Proposal() |

i)

This section describes events that follow the
registr

This section describes the events that
follow from the registry completing
transattion.

terminating the transaction.;

1
[ Result = Registry Terminq‘tes Transaction ]

ref,
External Transaction
N —

Terminate |

¥
[ Result = Registry Confii’ms Transaction ]

Finalise_Transaction() |

Transfer XML Document 3

| AcceptNo

tification() |

| AcceptNotification() |

| Finalise_Transaction() |

| Transfer XML Document 5 I\/

/I\ Transfer XML Document 4 |

AcceptNo

tification()

| Record Transaction |

as Completed

hoON =

o

Function Generate_Proposal creates an XML document that proposes a transfer and sends the document to the AcceptProposal Web service on the ITL.

The ITL creates an XML document to pass the proposed transfer on to the AcceptProposal Web service on the Acquiring Registry.

Function Finalise_Transaction on the Acquiring Registry creates an XML document to inform AcceptNotification on the ITL that transfer was confirmed.
AcceptNotification on the ITL creates an XML document to inform the AcceptNotification Web service on the Initiating Registry that the Acquiring Registry

confirmed the transfer.

was confirmed.

Function Finalise_Transaction on the Initiating Registry creates an XML document to inform the ITL through the AcceptNotification Web service that transfer
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774

Figure 4.8: Discrepancy Notification Sequence Diagram
775
sd Discrepancy Notification /
:Initiating ATL :Acquiring
Registry ' Registry

Record Transaction as
Checked (Discrepancy)

AcceptNotification()

ref, ) .
Terminate Transaction

AcceptNotification()

1.
AcceptNotification Web service on the registry.

2.
AcceptNotification Web service on the Acquiring Registry.
776

777

In order to inform the Initiating Registry of a discrepancy the ITL prepares and sends an XML document to the

In order to inform the Acquiring Registry of a discrepancy, the ITL prepares and sends an XML document to the
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778 Figure 4.9: Terminate External Transaction Sequence Diagram

779
sd Terminate External Transaction
:Initiating :Acquiring
. ATL .
Registry Registry
Terminate_Transaction()
1
AcceptNotification()
i
Transfer XML Document?
AcceptNotification()
1
i
Terminate_Transaction()
AcceptNotification()
i
Record Transaction as
Terminated

1. The Terminate_Transaction function on the Acquiring Registry sends an XML document to the AcceptNotification Web

service on the ITL to inform the ITL of the terminated transaction.
2. The ITL sends an XML document to the AcceptNotification W eb service on the Initiating Registry to inform the registry that

that Acquiring Registry terminated the transaction.
3. The Terminate_Transaction function on the Initiating Registry creates and sends an XML document to the AcceptNotification

Web service on the ITL to inform the ITL that the Initiating Registry terminated the transaction.

780
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781 44.2 Stage Table for Two Registry Transactions
782
783 The stage table for Two Registry Transactions (such as External Transfer) contains three
784 different scenarios. The stages for scenario three do not include the Acquiring Registry.
785
786 This table describes each stage of the process. For example, the first row of the table should
787 be read as follows: When the stage is "Proposed," the stage ended with "Message 1"
788 containing the transaction status of "Proposed." The message is sent to the "ITL" and
789 generated by the "Transferring Registry."
790
791 Figure 4.10: External Transfer Stage Table
792
Scenario Stage Ends Transaction
#1 Stage Stage Name With Status Sent To Generated By
Transferring
; P Proposal Message 1 Proposed ITL Registry
=]
o ..
@ TR ITL Review Message2 | onocked (No Acquiring ITL
] iscrepancy) Registry
) <
e . . Acquiring
% % ..‘z,. RR Registry Review Message 3 Accepted ITL Registry
© 5D
) .
(&) g o TA ITL Accepted Message 4 Accepted Tr;nsfernng ITL
o egistry
o c
£E Transferring
= .
g RC Registry Complete | Message 5 Completed ITL Registry
<
TC ITL Complete No message Completed -- --
Scenario Stage Ends Transaction
#2 Stage Stage Name With Status Sent To Generated By
Transferring
- P Proposal Message 1 Proposed ITL Registry
c
E . Checked (No Acquiring
g_ § TR ITL Review Message 2 Discrepancy) Registry ITL
) S‘i 'g RR Registry Review Message 3 Rejected ITL Acquiring
X 5 5 gistry 9 ! Registry
2 Y Transferri
(&) % ;‘ TA ITL Accepted Message 4 Rejected r;ns ernng ITL
= 0 egistry
o .2
2 & Transferri
=) . . ransferring
‘Z) x RC Registry Complete | Message 5 Terminated ITL Registry
TC ITL Complete No message Terminated -- --
Scenario Stage Ends Transaction
#3 Stage Stage Name With Status Sent To Generated By
Transferring
P Proposal Message 1 Proposed ITL Registry
> .
) . Checked Transferring
% § TR ITL Review Message 2 (Discrepancy) Registry ITL
o 0
o .
5 o RC Registry Complete | Message 3 Terminated ITL Tr;g;fizg;ng
.é
TC ITL Complete No message Terminated -- --
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793 4.5 List of Functions for Transaction Data Exchange

794
795 4.5.1 Registry Web Services and Functions
796
797 In order to participate in data exchange with the ITL, registries must precisely implement Web
798 services that the ITL can use to send it information. The following table shows the Web
799 services methods registries are required to expose for unit transactions. Detailed technical
800 information about the specifications for these Web service methods are in Annex B.
801
802 Figure 4.11: Registry Public Web Service Methods
803
Public Web Service Method Page
AcceptNotification B-5
AcceptProposal B-6
804
805
806 In addition to the above Web service methods that the registry must precisely implement so
807 that they may be used by the ITL, the registry must have capabilities to build transactions,
808 validate transactions, and log transactions. The following functions implement those
809 responsibilities. Note that these functions are not exposed to the public, so they provide more
810 flexibility in how they are implemented.
811
812 Figure 4.12: Registry Internal Functions
813
Private Function Page
Check_Version B-7
Data_Integrity_Checks B-8
Finalise_Transaction B-9
Generate_Proposal B-10
Preliminary_Checks B-11
Update_Units B-12
Validate_Proposal B-13
Write_To_File B-14
Write_To_Message_Log B-15
Write_Transaction B-16
Write_Transaction_Block B-17
Write_Transaction_Status B-18
814
815
816 4.5.2 ITL Web Services and Functions
817
818 Like the registries, the ITL must precisely implement public Web services called
819 AcceptNotification and AcceptProposal to be used by registries in data exchange. Detailed
820 technical information about the specifications for these Web service methods are in Annex E
821 to the ITL Technical Specifications and Annexes | and K to this document.
822
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823 The ITL also contains extensive functionality for checking and logging data. Detailed technical

824 information about the specifications for these Web service methods are in Annex F of the ITL
825 Technical Specifications and in Annex K to this document.

826

827 4.6 Transaction Checks

828

829 The ITL executes numerous checks on all transactions to assure the authenticity of a

830 message, the format of the message, the sequence of the message, and the validity of the unit
831 transaction. The following categories of checks are performed on the ITL. The list of specific
832 checks and associated response codes is included in Annex E.

833

834 It is recommended that registries implement similar checks to reduce the number of

835 discrepancies identified by the ITL.

836

837 4.6.1 Version and Authentication Checks

838

839 Version and authentication checks are performed within the Communications Hub as

840 preliminary checks upon receipt of the HTTP SOAP request and do not involve any interaction
841 with the ITL database. If these checks are passed, the message is placed in the message
842 queue for processing. Failures due to authentication and poorly formed XML content are

843 returned as HTTP SOAP errors. Failures due to transaction checks are returned in the

844 ResponseObject in an HTTP SOAP response initiated by the ITL to the Originating Registry.
845

846 4.6.2 Message Viability Checks

847

848 Messages are placed in one of three different queues and are processed on a first-come-first-
849 served basis. The time in which the message is added into the queue becomes the official
850 timestamp in which the ITL acknowledges receipt of the message. However, should the ITL
851 database be unavailable for an extended period of time due to hardware failure, messages
852 remain in the queue until such time in which they can be processed. These checks determine
853 whether the message from the queue is still viable and can be processed.

854

855 4.6.3 Registry Validation Checks

856

857 After the message has been retrieved from the message queue and the location of the

858 message file has been written to the message log, the ITL performs checks to determine if the
859 registries involved in the transaction are identifiable and eligible to participate.

860

861 4.6.4 Data Integrity Checks for Transactions

862

863 This category of checks is performed by the ITL’'s Data_Integrity_Checks function to identify
864 whether incoming messages contain data that do not meet basic data integrity checks. If any
865 data in a message fail these checks, the message is returned to the sender with an

866 appropriate response code. The message is not logged in the ITL’s Transaction Log table and
867 is not processed further. All data integrity checks are critical checks; if they result in failure, no
868 further checks are processed.

869

870 4.6.5 Message Sequence Checks for Transactions from Registries

871

872 After the data in the message have been checked, the ITL performs checks to ensure that the
873 message received has been submitted in the proper sequence, including whether process
874 status is consistent and appropriate.

875

876 4.6.6 General Transaction Checks

877

878 The ITL performs this category of checks for all transaction messages involving unit blocks.
879

880 4.6.7 Transaction-specific Checks

881

882 The ITL performs this category of checks on all Kyoto transactions for the specified transaction
883 types. The checks include checks performed by the ITL to verify limitations on registry
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884 transactions. These include maintaining and monitoring the Commitment Period Reserve and
885 limits on issuance, both by national registries and the CDM Registry.
886
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887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947

5.1

Reconciliation Process
Reconciliation Process Flow

The data on unit holdings in registries and the ITL are reconciled on a periodic basis on the
basis of a data snapshot at a specified time. The snapshot taken must treat proposed
transactions (in any status prior to "Completed") as if the transaction had not yet occurred. All
unit type and account types for unit blocks held by the registry must be totalled for purposes of
reconciliation as if they had not been changed or transferred by any ongoing transactions.
This approach is necessary to ensure consistency of totals and unit blocks with the ITL, which
will not commit changes in ownership or unit block types (or other attributes) until the message
with the transaction status of "Completed" is received from the Initiating Registry.

It is recommended that registries delay committing database transactions for proposed
transactions and sending the messages for "Completed" transactions for a short period of time
surrounding the reconciliation snapshot date and time. The amount of time recommended will
vary based on message processing time and is within the discretion of the Registry Manager.
The ITL will not change the processing of messages to avoid possible inconsistency. A
prolonged period of registry non-operation or suspension of transactions for reconciliation
purposes is not foreseen.

A reconciliation action is completed when no inconsistencies are discovered or when any
discovered inconsistencies have been resolved. The reconciliation process is implemented in
phases in which different types of data are requested:

Confirm Reconciliation

Phase 1 — Validate Totals
Phase 2 — Validate Unit Blocks
Phase 3 — Review Audit Logs

Procedures for the use of this reconciliation process are to be agreed among the
administrators of the ITL and registries. These procedures will address, for example, the
scheduling of reconciliation phases and approaches to manual intervention to correct
inconsistencies. They will include the possibility of directly initiating later reconciliation phases
without first passing the earlier phases, or choosing to continue with the later phases even
where the earlier phases did not identify any inconsistencies.

Confirm Reconciliation

1. Prior to the agreed upon snapshot time, the ITL Administrator opens a reconciliation
action for the applicable registry and records the status as "Confirmed" (0).

2. The ITL calls the InitiateReconciliation Web service on the registry. This message
contains the designated snapshot time and acts as confirmation of the snapshot date
and time previously agreed to by the registry.

3. If the registry is part of a supplementary program, the ITL also calls the
InitiateReconciliation Web service on the STL. This message contains the designated
snapshot time previously agreed upon.

4. At the designated time the ITL and the registry create a snapshot upon which the
following data analysis relies.

Phase 1 — Validate Totals

1. Upon completion of its snapshot, the ITL requests unit holding totals by account type,
Commitment Period and unit type from the registry. To do so the ITL calls the
ProvideTotals Web service method on the registry.

2. The registry receives the request from the ITL, compiles the totals, and sends the
totals to the ITL by calling the ReceiveTotals Web service on the ITL.
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948 3. The ITL performs preliminary checks on the message and adds the message to the

949 processing queue. When the ITL removes the message from the queue it performs
950 registry validation, reconciliation data integrity and message sequence checks.
951 Failure results in rejection of message without data recording or further processing.
952
953 4. If all the checks are passed, the ITL compares the totals sent by the registry with its
954 own records and determines a result.
955
956 5. The ITL records the new status of the reconciliation action. If the status is "Validated"
957 (2), the ITL checks if the Party is in a supplementary program. If it is, the ITL initiates
958 STL Reconciliation processing. If the Party is not in a supplementary program, the ITL
959 sends notification to the registry that the reconciliation completed successfully. The
960 ITL also removes the freeze flag from any units that remain flagged from a previous
961 reconciliation action at that registry. If the new status is "Inconsistent Totals" (3), the
962 ITL requests the registry to send unit block details.
963
964 Phase 2 — Validate Unit Blocks
965
966 1. The ITL calls the ProvideUnitBlocks Web service method on the registry to request
967 that the registry send unit blocks. This request may be limited to unit blocks for a
968 specific unit type, account type, Commitment Period combination that failed the totals
969 check.
970
971 2. The registry sends its unit block inventory to the ITL by calling the ReceiveUnitBlocks
972 Web service method.
973
974 3. ITL performs preliminary checks on the message and adds the message to the
975 processing queue. When the ITL removes the message from the queue it performs
976 registry validation, reconciliation data integrity and message sequence checks.
977 Failure results in rejection of message without data recording or further processing.
978
979 4. |If all the checks are passed, the ITL compares each unit block sent by the registry
980 against the ITL records. If blocks do not match, they are marked as inconsistent.
981
982 5. If no inconsistent blocks are found and Phase 2 is not the starting phase, a manual
983 intervention is triggered to explain why the totals check in the first phase of
984 reconciliation failed. If inconsistent blocks are found, the ITL requests the registry to
985 send a transaction history since the last reconciliation for each inconsistent block.
986
987 Phase 3 — Review Audit Logs
988
989 1. The ITL calls the ProvideAuditTrail Web service method on the registry to request the
990 transaction history for each inconsistent block.
991
992 2. The registry sends the transaction history to the ITL by calling the ReceiveAuditTrail
993 Web service method.
994
995 3. The ITL performs preliminary checks on the message and adds the message to the
996 processing queue. When the ITL removes the message from the queue it performs
997 registry validation, reconciliation data integrity and message sequence checks.
998 Failure results in rejection of message without data recording or further processing.
999
1000 4. |If all the checks are passed the ITL writes the transaction history to a flat file and
1001 stores the location in the ITL's Message Log table.
1002
1003 5. The ITL and Registry Administrators research and correct the cause of the
1004 inconsistency through manual intervention. Once corrected, a new reconciliation is
1005 immediately initiated by the ITL Administrator.
1006
1007
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1008
1009
1010
1011

l

5.2

Reconciliation Behaviour Diagrams

Figure 5.1: Reconciliation Behaviour Diagram

sd Reconciliation

-

‘Registry

:Transaction Log

‘Registry

Transfer XML Document ' :Transaction Log

Administrator

InitiateReconciliation ()
T
Snapshot_Data ()

Administrator

Snapshot Data ()

Transfer XML Document

ProvideTotals ()
Calculate_Totals

Transfer XML Document ®

ReceiveTotals ()

!

ValidateTotals

alt

This section describes
events that follow a
successful totals comparison

[ Result = Success oﬁ Totals Comparison ]
ref

Send Reconciliation
Results (see reference diagram)

This section describes
events that follow a failed
totals comparison

i
[ Result = Failure on|Totals Comparison 1
Determine Message
Route

Transfer XML Document *

‘ ProvideUnitBlocks () ‘

‘ Generate_Unit_Blocks_Data ‘

Transfer XML Document ®

ReceiveUnitBlocks ()

ValidateUnitBlocks

I

alt J

Thisisection describes events
that follow a successful unit
blocks comparison

T
[ Result = Success on Uhit Blocks Comparison ]

Manual
Processes

Thisjsection describes
events that follow a unit
blocks comparison that

[ Result = Failure on Unit Blocks Comparison ]

Determine Message
Route

uncavered inconsistencies

Transfer XML Document ©

‘ ProvideAuditTrail () ‘

‘ Generate_Audit_Trail ‘

Transfer XML Document

ReceiveAuditTrail ()

|

Manual Processes

Nooahwn=

The ITL creates an XML document and sends it to the Initia
The ITL creates an XML document and sends it to the Provi
The registry sends an XML document to the ReceiveTotals

teReconciliation Web service on the registry.
ideTotals Web service on the registry.
Web service on the ITL.

The ITL sends an XML document to the ProvideUnitBlocks Web service on the registry.
The registry sends an XML document to the ReceiveUnitBlocks Web service on the ITL.
The ITL sends an XML document to the ProvideAuditTrail Web service on the registry.
The registry sends an XML document to the ReceiveAuditTrail Web service on the ITL.
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1021 Figure 5.2: Send Reconciliation Results Behaviour Diagram
1022
sd Send Reconciliation Results )
O
:Registry ATL B
:Regist . -
Admirgistrra)ior :!ITL Administratol
< Transfer XML Document !
ReceiveReconciliationResult ()
1. The UpdateReconciliation function on the ITL sends an XML document to the ReceiveReconciliationResult Web service on the registry to inform
the registry that Reconciliation is complete.
1023
1024
1025 5.3 Reconciliation Stage Tables
1026
1027 The Stage Table represents the sequence of events in terms of the "stage" and its relation to
1028 the "status" of a reconciliation action. The stage defines where in the process of information
1029 exchange a particular message or evaluation occurs. A stage ends and a new stage begins
1030 when a message has been successfully transmitted and received by either a registry or the
1031 ITL or when the last step of a process occurs. The order in which each defined stage occurs
1032 may vary based on the specific process and based on the results of the ITL validation process.
1033 The numbers assigned to stages should not be used as an indicator of acceptable stage
1034 sequences.
1035
1036 Figure 5.3: Confirm Reconciliation
1037
il Stage Ends | Reconciliation Generated
Reconcil Stage Name ge Sent To
.. With Status From
-iation
)

§Er

g’ :, g Confirm Registry Message 1 "Confirmed" Registry ITL

x2c

>2 5

§eg

R

§Ex

S E £ Confirm STL Message 2 "Confirmed" STL ITL

2%

w o
1038
1039
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1040 Figure 5.4: Reconciliation Phase 1 - Validate Account Totals
1041

Stage Ends | Reconciliation Generated
Phase 1 Stage Name With Status Sent To From
Confirm Registry Message 1 "Confirmed" Registry ITL
Confirm STL Message 2 "Confirmed" STL ITL
|__l Request Message 3 "Initiated" Registry ITL
£ g Totals Sent Message 4 "Initiated" ITL Registry
©C c
§: j Totals Evaluated Message 5 "Validated" Registry ITL
=
= Totals By w/ali " ;
>% Account Sent Message 6 Validated ITL Registry
S0
SEE Totals By :
0 " "
g |9 Account Sent Message 7 Validated STL ITL
=T
o
g £ | JotalsBvaluatedby | osqa0eg "STL Validated” | ITL STL
>3 STL
" =
©
> | DalsEvaliatedby | pessage 9 "STL Validated” | Registry ITL
Reconciliation No message "STL Validated" -- -
Complete
1042
1043
1044 Figure 5.5: Reconciliation Phase 2 - Validate Unit Blocks
1045
Stage Ends | Reconciliation Generated
Phase 2 Stage Name With Status Sent To From
Confirm Registry Message 1 "Confirmed" Registry ITL
Confirm STL Message 2 "Confirmed" STL ITL
Request Message 3 "Initiated" Registry ITL
Totals Sent Message 4 "Initiated" ITL Registry
"Totals .
£ I_—I Totals Evaluated Message 5 Inconsistent” Registry ITL
5% "Total
o) © ; otals .
E % Unit Blocks Sent Message 6 Inconsistent” ITL Registry
° S
; L Unit Blocks Evaluated | Message 7 IUn't B.IOtCkSt,, Registry ITL
.qé; ‘qé; nconsisten
E, g Audit Trail Sent Message 8 |rL,JCn(;tnSi|§tcel:15t" ITL Registry
o c
g' § "Complete with
n = Manual Intervention Message 9 Manual Registry ITL
Intervention"
o "Complete with
Egﬁ?r}gtlatlon No Message Manual -- --
P Intervention"
New reconciliation action will be initiated by ITL
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1046
1047

1048
1049

Figure 5.6: Reconciliation Phase 3 - Review Audit Logs

Phase 3 Stage Name Stag‘;\ztﬁnds Recg?:tltl::tlon Sent To Ge:f;fr:ed
Confirm Registry Message 1 "Confirmed" Registry ITL
Confirm STL Message 2 "Confirmed" STL ITL
Request Message 3 "Initiated" Registry ITL
Totals Sent Message 4 "Initiated" ITL Registry
Totals Evaluated Message 5 "Validated" Registry ITL
-éoetrﬁls By Account Message 6 "Validated" ITL Registry
Totals By Account Message 7 "alidated" STL ITL
|__| Sent Relay
(V2] "
- Totals Evaluated By STL Totals
: STL Message 8 Inconsistent” L STL
©
= Totals Evaluated By "STL Totals .
£ |2 STL Relay Message 9 Inconsistent” Registry L
€3 Unit Blocks Sent to "STL Totals .
g: ? STL Message 10 Inconsistent” ITL Registry
7]
o - .
o Unit Blocks Sent to "STL Totals
g 2 STL relay Message 11 Inconsistent" STL ITL
c
g |—_l STL Unit Blocks Message 12 "STL Unit Blocks ITL STL
o = Inconsistent 9 Inconsistent”
a®
(") STL Unit Blocks "STL Unit Blocks .
(3 .g Inconsistent Relay Message 13 Inconsistent" Registry L
= " f
o Audit Trail Sent to STL | Message 14 STL Unit Blocks | | Registry
9 Inconsistent
©
b o] . . " j
= éudlt Trail Sent to STL Message 15 STL U_nlt Bll?cks STL ITL
S elay Inconsistent
"STL Complete
Manual Intervention Message 16 with Manual ITL STL
Intervention"
"STL Complete
Manual Intervention Message 17 with Manual Registry ITL
Intervention”
Reconciliation "STL Complete
Complete No Message with Manual -- --
P Intervention”
New reconciliation action will be requested by STL

Technical Specifications for Data Exchange, Version <1.0>, Draft #7, November 3, 2004

Page 32



1050 5.4 List of Functions for Reconciliation Process

1051
1052 5.4.1 Registry Web Services and Functions
1053
1054 In order to participate in reconciliation with the ITL, registries must precisely implement Web
1055 services that the ITL can use to send it information. The following table shows the Web
1056 services methods registries are required to expose for reconciliation. Detailed technical
1057 information about the specifications for these Web service methods are in Annex C.
1058
1059 Figure 5.7: Registry Public Web Service Methods
1060
Public Web Service Method Figure
InitiateReconciliation C5
ProvideAuditTrail C6
ProvideTotals Cc7
ProvideUnitBlocks C8
ReceiveReconciliationResult C9
1061
1062
1063 In addition to the above Web service methods that the registry must precisely implement so
1064 that they may be used by the ITL, the registry must have additional capabilities to build
1065 transactions, validate transactions, and log transactions. The following functions implement
1066 those responsibilities. Note that these functions are not exposed to the public, so they provide
1067 more flexibility in how they are implemented.
1068
1069 Figure 5.8: Registry Internal Functions
1070
Private Function Figure
Close_Reconciliation_Action Cc2
Snapshot_Data C10
Write_To_Reconciliation_Log C11
Write_To_Reconciliation_Status Cc12
1071
1072
1073 5.4.2 ITL Web Services and Functions
1074
1075 Like the registries, the ITL must precisely implement public Web services called
1076 ReceiveTotals, ReceiveUnitBlocks, and ReceiveAuditTrail to be used by registries in data
1077 exchange. The following tables list the public Web service methods provided by the ITL for
1078 reconciliation. Detailed technical information about the specifications for these Web services
1079 can be found in the ITL Technical Specifications.
1080
1081 The ITL also contains functionality for recording data. Detailed technical information about the
1082 specifications for these functions can be found in the ITL Technical Specifications.
1083
1084 5.5 Reconciliation Checks and Responses
1085
1086 The ITL executes numerous checks on all reconciliation messages to assure authenticity,
1087 format, and sequence of message. The following categories of checks are performed on the
1088 ITL. The list of specific checks and associated response codes is included in Annex E.
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1089 5.5.1 Version and Authentication Checks for Reconciliation

1090

1091 Preliminary checks, including version and authentication checks, are performed upon receipt
1092 of the HTTP SOAP request from a registry and do not involve any interaction with the ITL
1093 database. If these checks are passed, the message is placed in the message queue for
1094 processing. Failures due to authentication and poorly formed XML content are returned as
1095 HTTP SOAP fault errors. Failures due to any reconciliation check are returned in the

1096 ResponseObject in an HTTP SOAP response.

1097

1098 5.5.2 Registry Validation Checks for Reconciliation

1099

1100 When the message has been retrieved from the message queue and recorded in the message
1101 log, checks are performed to determine if the registries involved in the reconciliation action are
1102 identifiable and eligible to participate.

1103

1104 5.5.3 Data Integrity Checks for Reconciliation

1105

1106 This category of checks is performed by the ITL to identify whether incoming messages

1107 contain data not meeting basic data integrity checks. If any data in a message fail these
1108 checks, the message is returned to the sender with an appropriate response code. The
1109 message is not logged and is not processed further. Data integrity checks are critical checks
1110 and if they result in failure, no further checks are processed.

1111

1112 Note that as part of reconciliation, transactions and unit blocks are passed into the ITL, but
1113 those items are minimally checked by the data integrity checks. If there is a problem with the
1114 format of a transaction or a unit block, the reconciliation process will identify and log those
1115 items as the source of an inconsistency.

1116

1117 5.5.4 Message Sequence Checks for Reconciliation Messages Received from Registries
1118

1119 After the data in the message have been checked, the ITL performs checks to ensure that the
1120 message received has been submitted in the proper sequence, including whether process
1121 status is consistent and appropriate.

1122

1123 5.5.5 Other Reconciliation Checks and Messages

1124

1125 The ITL performs this category of checks to compare a registry's unit holding records with the
1126 ITL unit holding records.

1127

1128

1129
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1130 6. ITL Administrative Functions

1131

1132 The ITL has five types of administrative Web service functions that involve transmitting

1133 messages to registries. These are for ensuring the integrity of the transactions and the wider
1134 accounting of units under the Kyoto Protocol. Some messages are periodic while others are
1135 initiated by administrators of the ITL or registries:

1136

1137 e Transaction Clean-up. This function cancels transactions that are not completed
1138 within the allowable timeframe and notifies registries of this action using

1139 AcceptNotification Web service.

1140

1141 ¢ Notifications. This function on the ITL sends notifications to the AcceptITLNotice Web
1142 service on registries to notify them of actions which they need to undertake. The
1143 messages require registries to submit transactions.

1144

1145 o General Messages. The ITL may send general messages to a registry through the
1146 AcceptMessage Web service.

1147

1148 e Transaction Status Information. The registry may at any time submit a request to the
1149 GetTransactionStatus Web service on the ITL Communications Hub to provide the
1150 status of a specific transaction. This is a synchronous communication and the ITL
1151 provides the current status of the transaction as an immediate response.

1152

1153 o Time Synchronization. The ITL may at any time submit a request to the ProvideTime
1154 Web service on a registry to provide the time. This is a synchronous communication
1155 and the registry must provide the time as an immediate response.

1156

1157 6.1 24-Hour Transaction Clean-up

1158

1159 In order to maintain data integrity, the ITL identifies transactions in progress for which a

1160 message has not been received within 24 hours. This check shall be performed once an hour.
1161 The ITL cancels these transactions. After the transaction is cancelled, the unit status is

1162 modified such that they are available to be involved in another transaction and a notification is
1163 sent to the registries involved in the transaction. The system administrators of the registries
1164 should review the notification, investigate the reason for the lack of communication, and

1165 reinitiate the transaction as a new transaction, if appropriate. The clean-up process uses the
1166 AcceptNotification Web service to send the message about a cancelled transaction to the
1167 registry.

1168

1169

1170
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Figure 6.1: Transaction Clean-up Diagram

sd Transaction Cleanup )
1 :Initiating :Acquiring —_
- ATL }
Registry Registry
T
|
Transaction_Cleanup()
loop [ for each transaction ] /
———
Is Transaction status either: |
| "Checked - No Discrepancy" or
"Checked - Discrepancy" |
l and more than 24 hours has passed since TS-3.
opf [Yes]
Cancel_Transaction()
< Transfer XML Document !
opt [ Acquiring Registry different thary Transferring Regisgtry ]
AcceptNotification() Transfer XML Document ! >
Notify. Registry AcceptNotification()
r - — Notify Registry
Manual Investigation +__Administrator ¢
l_ —_— r— = —
Manual Investigation
1. The CancelTransaction function on the Transaction Log creates and sends an XML document to the AcceptNotification Web service on the registry to

inform the registry that the transaction has been cancelled.

6.2

Notifications

The ITL performs these administrative functions upon initiation by the ITL Administrator to
evaluate data and inform the registries of specific actions required. Each of these functions
may result in notification to one or more registries regarding actions that must be taken by a
registry. Each of these notifications are associated with a Notification Type Code defined in
Annex G and may be repeated by the ITL as reminders of the required action. All notifications
use the AcceptlTLNotice Web service.
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1189

Figure 6.2: ITL Notification

sd ITL Notification

e

O

Reglistry
Adminjstrator

‘Registry ATL

The ITL identifies situations that

require action by registries,

| generates a Notification ID, and

sends the notification to the
appropriate registries.

loop [ for each registry ]

_

The Registry
Administrator is
alerted to the

Transfer XML Document”

notification and

initiates the
appropriate
transactions to
resolve the issue.

The processes in this box will
be executed once for each
registry that receives the
notification

AcceptITLNotice()
ref Transactions
(See Diagrams in Section 4)
1 The ITL will check the
F— 7T T 77T registry's progress
} Assess Notification | towards meeting the
. __ I requirement of the
notification
opt [ requirement not met ]
T If the registry has not fulfilled the
Transfer XML Document notification requirement, a
Notification Update is sent that
reports the progress the registry
AcceptITLNotice() has made toward the requirement
and the time remaining until the
! requirement must be met
Transactions
(See Diagrams in Section 4)
Fﬁf*f*fiﬁ**fi*f*ﬁ‘
} Assess Notification |
|
b
Once the requirement is
met, a Notification Update
Transfer XML Document” is sent stating that the
requirement has been
fulfilled.
AcceptITLNotice()

1. The function prepares and sends an XML document to the AcceptITLNotice Web service on the registry.
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6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

Net Source Cancellation

In the case that the review and Compliance Committee procedures under the Kyoto Protocol
find that the LULUCF activities of a Party have resulted in a net source of emissions, the ITL
will notify the Party of the quantity of units it is required to cancel within 30 days as part of a
net source cancellation action. These units must be cancelled into a Net Source Cancellation
Account (Account Type Code 210). The registry will initiate cancellation transactions,
providing reference to the identifier of the notification sent by the ITL so the ITL can track
when the registry has completed the required cancellation.

Non-compliance Cancellation

In the case that the Compliance Committee determines that a Party is in non-compliance with
its emissions target under Articles 3.7 and 3.8 of the Kyoto Protocol, the ITL will notify the
Party of the quantity of units valid for the subsequent Commitment Period that it is required to
cancel within 30 days as part of a non-compliance cancellation action. These units must be
cancelled into the Non-compliance Cancellation Account (Account Type Code 220). The
registry will initiate cancellation transactions, providing reference to the identifier of the
notification sent by the ITL so the ITL can track when the registry has completed the required
cancellation.

Impending tCER or ICER Expiry

The ITL will notify each registry of the unit blocks of any tCERs or ICERs that are to expire
within 30 days. The notification indicates that the specified tCERs or ICERSs are to be replaced
or cancelled before their expiry dates. The registry will initiate replacement or cancellation
transactions that reference the Notification ID sent by the ITL. Units cancelled will be
transferred to the Voluntary Cancellation Account (Account Type Code 230).

Reversal of Storage for CDM Project

At the request of the CDM Executive Board in the case that a reversal of storage of
greenhouse gases has occurred at a CDM Project, the ITL will temporarily suspend transfers
of all ICERs generated by the Project (except to cancellation or replacement accounts). The
ITL will then calculate how many units each registry must replace, on the basis of their
holdings (excluding cancelled or previously replaced units) of the affected ICERs, and notify
each affected registry of the requirement to replace this quantity of ICERs within 30 days.

The registry will then initiate replacement transactions, providing reference to the identifier of
the notification sent by the ITL so the ITL can track when the registry has completed the
required replacement. Once the required replacement has been completed, the ITL will
restore the eligibility of the ICERSs to be transferred.

Non-submission of Certification Report for CDM Project

At the request of the CDM Executive Board in the case that the participants in a CDM Project
have not submitted a certification report for the Project, the ITL will make ICERs generated by
the Project ineligible for transfer (except to replacement and cancellation accounts). The ITL
will notify each affected registry that these ICERs must be replaced or cancelled within 30
days. The registry will then initiate replacement or cancellation transactions, providing
reference to the identifier of the notification sent by the ITL so the ITL can track when the
registry has completed the required replacement.

Notification Regarding Excess Issuance for CDM Project

In the case that the CDM Executive Board requires a designated operational entity (DOE) to
transfer units to a cancellation account, within 30 days, as a result of excess CERs, tCERs or
ICERSs having been issued for a CDM Project, it shall inform the DOE of this requirement and
provide it with a Notification ID. The ITL will notify registries of the required cancellation to be
undertaken by the DOE, using the same Notification ID provided to the DOE by the CDM
Executive Board. The units must be cancelled into the Excess Issuance Cancellation Account
(Account Type Code 240) at the CDM Registry. The entity will then initiate transactions, via
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1254 registries, providing reference to the Notification ID so the ITL can track when the required

1255 cancellation has been completed.

1256

1257 6.2.7 Commitment Period Reserve

1258

1259 Where an upward revision of a Party's CPR level raises it above the registry's current holdings
1260 of units, or where the cancellation or replacement of units within the registry reduces unit
1261 holdings below the CPR level, the ITL will notify the Party of the quantity of units by which it is
1262 required to increase its unit holdings within 30 days. The registry will acquire sufficient units
1263 from other registries to meet this requirement. Since transactions are submitted by the

1264 transferring, not acquiring, registry, these transactions will not reference any Notification ID.
1265

1266  6.2.8 Unit Carry-over

1267

1268 After the end of the true-up period and after the Compliance Committee has completed its
1269 consideration of all information reviewed under Article 8 of the Kyoto Protocol, the ITL notifies
1270 each registry of:

1271

1272 e All units of each type within that registry for that Commitment Period that have not
1273 been retired, cancelled, or used in replacement.

1274

1275 e The number of units of each type which the registry may carry-over within 30 days.
1276

1277 A separate notification will be sent for each unit type. The registry will then initiate carry-over
1278 transactions, up to the limits specified in the notifications, within 30 days. For all carry-over
1279 transactions, the transaction must contain the Notification ID. The registry will also cancel,
1280 within 30 days, any units specified in the notifications which are not carried over. For any
1281 cancellation transactions, the proposal should not contain the Notification ID.

1282

1283 6.2.9 Notification Update

1284

1285 After an initial notification has been sent, the ITL may send an additional notification when a
1286 registry fulfills its obligation or to update a registry's progress towards meeting the

1287 requirement. The Notification ID for this message will be the same as the original, but the
1288 notification type will indicate that this is a notification update. The message content will

1289 contain remarks that reference the original notification, indicate whether or not the requirement
1290 has been met, indicate the number of days left to fulfill the requirement, and update the

1291 number of units the registry must address. The notification update is provided for

1292 informational purposes only, and the registry does not need to respond to it.

1293

1294 6.3 General Messages

1295

1296 The AcceptMessage Web service at a registry may be used to deliver general messages to
1297 the Registry Administrator. These messages could involve planned ITL maintenance periods,
1298 change management, time synchronization problems, or other operational issues and plans.
1299 This communication channel offers a secure alternative to email communication.

1300

1301 6.4 Transaction Status Service

1302

1303 The ITL provides a public Web service to return the current status of a transaction at the ITL.
1304 This service may be used by registries to query the status of a transaction for which

1305 verification has not yet been received.

1306

1307 Registries may call the GetTransactionStatus Web service method on the ITL with a specified
1308 transaction number, and the most recent transaction status will be returned immediately to the
1309 registry.

1310
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1311 Figure 6.3: Get Transaction Status Diagram

sd Get Transaction Status /

Initiating

Registry ATL

Transfer XML Document’

GetTransactionStatus()

Transfer XML Document?

1. The Initiating Registry prepares and sends a request to the GetTransactionStatus function on the Transaction Log.
2. The GetTransactionStatus prepares and sends a response to the calling function on the Initiating Registry with the status of the

1312 specified transaction.

1313

1314

1315 6.5 Time Synchronization

1316

1317 In order to maintain consistent system time between the registries and the ITL, the ITL checks
1318 the system time of each registry on a periodic basis. If the time is found to be unsynchronized
1319 by more than a specified amount, a message is sent to the Registry Administrator of that
1320 registry. In order to accommodate this function, each registry must make available a

1321 ProvideTime function which is used by the ITL to retrieve the current time of the registry.

1322

1323 Registries must implement the ProvideTime public Web service method for the ITL to call.
1324 The ITL will compare the time this function returns with the official system time. Detailed
1325 specifications for the ProvideTime method are in Annex D.

1326

1327 The ITL will log the time synchronization result and contact the Registry Administrator using a
1328 manual process or through a general message if a time problem is identified.
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1329

Figure 6.4: Time Synchronization Diagram

1330
sd Time Synchronization /
:Registry ATL
Time_Sync()
loop [ for each registry ] / The processes in this box will be
executed once for each registry.
Transfer XML Document’
ProvideTime()
Transfer XML Document
The ITL writes the registry time and
Write_To_System_Log() the ITL time to the system log to be
- - - available for reports.
1. The function Time_Sync prepares and sends a request to the ProvideTime Web service on the registry.
2. The ProvideTime function returns a response to the ITL with the current system time on the registry.
1331
1332
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7.

71

Data Logging Specifications

To support the need for the Transaction Log and registries to maintain accurate and consistent
information, and to provide tools for use in the reconciliation process to resolve
inconsistencies, five types of data logs shall be maintained by the registries and the ITL:

A transaction log (including both transaction summary and detailed unit holdings);
A reconciliation history log;

A notification log;

An internal audit log; and

A message archive.

These logs are required to support auditing functionality, both internal and external. The
reconciliation process constitutes one type of external audit of a registry.

All data in these data logs shall be maintained until, at minimum, the end of the third
Commitment Period after the applicable Commitment Period of the associated units. In the
case of ICERSs, all related data shall be maintained until, at minimum, the end of the second
Commitment Period after the latest crediting period of the associated units. Data older than
one year may be archived to a secure location outside of the registry or Transaction Log, as
long as it is can be retrieved or accessed within a 48 hour period should an inconsistency or
question arise.

General messages, such as those received through the Accept Message Web service, should
be maintained by the registry, but no specific logs are required or recommended.

Transaction Log

The Transaction Log contains a record of each proposed transaction sent to the ITL. Each
record contains a summary of the transaction content and the subsequent outcome of the
transaction. Registries will be required to provide Transaction Log data to the ITL involving
specific units if an inconsistency is found for specific units during a reconciliation process.

In general, it is recommended that the logging of a transaction message sent to the ITL occur
after the receipt of a SOAP response indicating that the message was successfully transmitted
and received.

The information in Figure 7.1 shall be maintained in the Transaction Log. A specific data
model for these data is not required.

Figure 7.1: Transaction Log Attributes

Attribute Notes

Transaction Identifier

Transaction Type

Required for registries subject to a supplementary

Supplementary Transaction Type program. This would be null for non-EU registries.

Transferring Account Type

Transferring Account

Acquiring Registry Identifier

Acquiring Account

(cont.)
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Figure 7.1: Transaction Log Attributes (cont.)

Attribute

Notes

Acquiring Account Type

Notification ID

Transaction Status

Contained in child table.

Transaction Status Date-Time

Contained in child table.

Unit Block(s)

Contained in child table.

Response Code(s)

Contained in child table along with unit block data.

To support this information, three tables in parent-child relationships are necessary:

e A parent table containing the transaction identifier, related attributes and status

information;

e A child table identifying the various statuses a transaction may be processed through;

and

e A second child table identifying serial blocks and response code results. The diagram
in Figure 7.2 below contains an example entity-relationship model of these tables.

Figure 7.2: Transaction Log Entity Relationship Diagram

Message Log

Log_ID INTEGER )

Message Log Detall
Transaction Number INTEGER Log 1D (FK) INTEGER
Transaction Type _ INTEGER Transaction_DateTime | DATETIME
Supplementary Transaction Type | INTEGER
Transferring Registry INTEGER Transaction Status INTEGER
Acquiring Registry INTEGER Response Code INTEGER
Transferring Account Number INTEGER Comment CHAR(200)
Transferring Account Type INTEGER "
Acquiring Account Number INTEGER :F
Acquiring Account Type INTEGER |
Notification 1D INTEGER Message Unit Blocks ?

BlockHistory_ID INTEGER

Transaction_DateTime (FK)| DATETIME

Unit Serial Block Start INTEGER
Unit Serial Block End INTEGER
Unit Type INTEGER
Supplementary Unit Type | INTEGER
Response Code INTEGER
Log_ID (FK) INTEGER
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1393 7.2 Reconciliation History Log

1394

1395 The Reconciliation Log contains a record of each reconciliation action conducted by the ITL for
1396 a registry. As described in Section 5, each Reconciliation action consists of multiple steps or
1397 sub-processes. This Reconciliation Log contains one or more records for each step in a

1398 Reconciliation action.

1399

1400 The Reconciliation process is initiated and driven by messages from the ITL to a registry. The
1401 registry shall log each request and its response in its Reconciliation Log. The ITL shall

1402 maintain a parallel Reconciliation Log containing all requests, responses received, and results
1403 sent to a registry. Although information in the Reconciliation Log are not shared directly as
1404 part of the Reconciliation itself, access to this information by the Registry Administrator may
1405 be necessary to identify the manual intervention needed in order to resolve inconsistencies.
1406

1407 In general, it is recommended that the logging of a transaction message sent to the ITL occur
1408 after the receipt of a SOAP response indicating that the message was successfully transmitted
1409 and received.

1410

1411 The information in Figure 7.3 shall be maintained in the Reconciliation Log. A specific data
1412 model for these data is not required.

1413

1414
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Figure 7.3: Reconciliation History Log Attributes

Attribute Notes

Reconciliation ID

Unique identifier for a reconciliation action as
requested by the ITL

Reconciliation Begin Date

Reconciliation End Date

Reconciliation Snapshot DateTime

Reconciliation Phase

Response Code Contained in child table.

Unit Blocks Contained in child table.

Reconciliation Comment

Information recorded by the Registry Manager

regarding corrective actions for manual intervention.

Reconciliation Status Contained in child table.

Reconciliation Status Log DateTime Contained in child table.

To support this information, three tables in parent-child relationships are necessary:

A parent table containing the reconciliation number, date and time reconciliation was
initiated, ended, phase requested, and the date and time the snapshot of current
holdings was requested;

A child table identifying changes in the status of the reconciliation action;

A child table identifying the response codes returned by the ITL and associated with
the change of a status; and

A child table to the specific activity containing the unit blocks that were identified as
inconsistent and by the ITL corresponding response code information.

The diagram in Figure 7.4 below contains an example entity-relationship model of this
information.
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1436 Figure 7.4: Reconciliation History Log Entity Relationship Diagram
1437

Reconciliation Log

Reconciliation 1D INTEGER Reconciliation Log Detail

Reconciliation Snapshot DateTime DATETIME Reconciliation_Log ID (FK) | INTEGER
Reconciliation Start Phase INTEGER Action DateTime DATETIME
Reconciliation Begin Date paTeETIME [H=——~

Reconciliation End Date DATETIME Reconciliation ID (FK) INTEGER
ReconciliationCommitPeriod INTEGER Reconciliation Status INTEGER
Comment CHAR(2000) Comment CHAR(2000)

o

Reconciliation Unit Block ? Reconciliation Log Response CodeF

Reconciliation Unit ID INTEGER Reconciliation_Log ID (FK) [ INTEGER
Action DateTime (FK) DATETIME Response Code INTEGER
Originating Registry CHAR(3)
UnitSerialBlockStart INTEGER
UnitSerialBlockEnd INTEGER
Response Code INTEGER
Reconciliation_Log ID (FK) | INTEGER
1438
1439
1440
1441 7.3 Notification Log
1442
1443 Each registry and the ITL shall also maintain a log of notifications generated by the ITL and
1444 sent to a registry via the AcceptITLNotice Web Service. These notifications inform the registry
1445 regarding specific actions that should be taken relating to units. See Section 6.
1446
1447 The Notification Log at the registry shall contain the attributes in Figure 7.5. A specific data
1448 model for these data is not required.
1449
1450 Figure 7.5: Notification Log Attributes
1451
Attribute Notes
Notification ID As generated by the ITL and sent to the registry.
Notification Status
Notification Type
Notification Date
Total Units If appropriate. For example, notifications relating to
Reversal of Storage.
Project ID If appropriate.
Notification Text or Message Location To store a complete copy of the notification content.
1452
1453
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7.4

7.5

Internal Audit Log

Each registry and the ITL shall also maintain an internal log of changes to data which are
critical to the transaction or reconciliation process. The scope and design of this functionality
is the responsibility of the Registry Administrator. The internal audit log shall capture
information on internal and external transactions, including in particular the user ID and
date/time of all recorded transactions. Information contained in this log is not shared directly
with the ITL. Itis required to provide additional information for use by the Registry
Administrator for manual intervention when an inconsistency is discovered in the reconciliation
process.

The internal audit log shall contain the attributes in Figure 7.6. A specific data model for these
data is not required.

Figure 7.6: Internal Log Attributes

Attribute Notes

Activity Type For example, insert, delete, update, login attempt.

Activity Date-time

Entity Affected For example, table name.

Field Modified Attribute in table that was updated.

Old Value

New Value

User ID Person who executed change if not performed

through Web service.

Identifies the server or workstation activity was

Source of Activity submitted on

Message Archive

Each registry and the ITL are required to store a copy of messages sent and received, in their
entirety, as stand alone files. These files provide additional information for use by the registry
or the ITL Administrator when an inconsistency is discovered which relates to a messaging
problem which cannot be resolved through the use of the transaction history or internal audit
logs.

The location and the medium for this storage are at the discretion of the registry or the ITL
Administrator. The naming convention of the files must enable an authorized user to retrieve

the file for a specific transaction or reconciliation. It is recommended that the files be stored in
compressed formats using the following naming convention:

aa_bb-#HHH#HiHHHHHHHHE-CcCc.zip
where:

aa = Registry country code per ISO3166, and "ITL" for Transaction Log messages,
and "CDM" for CDM Registry messages

bb-#i#HHHHHAHHEHIA#-#H# = Transaction identifier
and cc = sequential number generator
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1495 For example, a file sent from the ITL about a proposed German transaction would be named:
1496

1497 ITL_DE_152_1.zip

1498
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1499 8. Change Management Specifications

1500

1501 8.1 Objectives

1502

1503 The Technical Specifications for Data Exchange provide a stable, agreed-upon platform for
1504 the development and deployment of the communications modules built for registries and the
1505 ITL. Itis expected, however, that changes to the messages and to the criteria to ensure data
1506 quality and accuracy may be necessary over time. It is a requirement of the Technical

1507 Specifications for Data Exchange that changes provide backward compatibility to the extent
1508 possible. It is the goal of these requirements to allow existing functionality to remain valid
1509 when new requirements or changes are necessary.

1510

1511 Anticipating these needs, this specification establishes a technical architecture that allows
1512 adjustments within the specification without imposing significant additional development costs
1513 to registries or the ITL. A change management process, supported by Registry and ITL

1514 Administrators, to determine when and how this will be managed, shall also be established.
1515

1516 8.2 Procedural Controls

1517

1518 To coordinate the change management process, the following will be defined:

1519

1520 e A process to receive requests for changes in technical specifications, including

1521 message content and criteria, etc., and for the assessment of these requests;

1522

1523 e A communication mechanism for informing all participants of upcoming changes,
1524 including schedule, specific impacts, instructions, etc.;

1525

1526 ¢ A change management process for developers or technical managers of the

1527 registries; and

1528

1529 e The consequences of failing to adopt required changes.

1530

1531 8.3 Technical Specifications

1532

1533 To minimize the impact of changes and to manage the process of ensuring that all participants
1534 implement required changes within a necessary timeframe, registries and the ITL must

1535 conform to the following technical specification:

1536

1537  8.3.1 Version Definition

1538

1539 The Technical Specifications shall be assigned a version number, managed through the ITL.
1540 A version number consists of two elements, a major version number and a minor version
1541 number. Major version numbers will change infrequently and reflect a fundamental change in
1542 the architecture of a core component that would invalidate any previous versions. It is likely
1543 that a major version change would require coding changes to be undertaken. A minor version
1544 number indicates small changes to message content or validation rules that would not require
1545 coding changes and could be implemented completely within the existing messages structure.
1546

1547 Within each XML message sent or received from the ITL, the major and minor version

1548 numbers are checked. A registry that has an incompatible major version number will have all
1549 of its requests rejected and receive a response indicating that the major version of the Data
1550 Exchange Standards is out-of-date. A registry that has an incompatible minor version number
1551 will be directed to an upgrade site and may or may not have the request processed based on
1552 the nature of the change.

1553

1554 8.4 ITL Web Portal

1555

1556 The ITL will provide an extranet website that will post information on version status as well as
1557 allow registered users to review upcoming functional changes, time for implementation, and
1558 the technical specifications for these changes. Users who have valid user accounts and

1559 passwords through the VPN will have access to this site. The site will maintain a history of all
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1560 version changes and patches released from the site. It will be managed by the ITL
1561 Administrator.

1562

1563 8.4.1 Web Service Modifications

1564

1565 Changes to Web services or subsequent functions that require new parameters constitute a
1566 major version change. All registries will have a specified period of time to comply with the new
1567 requirements. Detailed specifications will be provided with sample testing procedures for the
1568 registries to test the new components against the ITL.

1569

1570 8.4.2 Support Table Content Modification

1571

1572 Changes to data content in the form of new response codes or support tables are considered
1573 minor version changes. These data will be available in XML format for download from the ITL
1574 website. Included in these tables are codes identifying which response codes are new, have
1575 been modified, or have been retired. Registries must refresh their tables with current support
1576 table data as needed.

1577
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9.1

9.2

Registry Initialization Specifications

Initialization is the process of bringing a registry system on-line, allowing it to fully participate
with the ITL in a trading scheme. Prior to a registry participating in message exchange with
the ITL, the registry must comply with a series of initialization requirements and procedures.
These tasks ensure that the registry meets both the functional and non-functional
requirements of the Data Exchange Standards and will be able to converse consistently with
the ITL. The registry will not be able to participate in any transactions until all initialization
tasks are complete.

Staff Identification and Planning

The first step to initialize a registry is to identify those individuals responsible for the registry
and its operation, including the Registry Manager. The Registry Manager, or a person
assigned by the Party, must submit a schedule and plan for initialization to the ITL Manager.
The schedule and plan, should detail, in writing, the timing projected for each major
initialization task, including projected start and end dates. This is necessary so that the ITL
Managers can ensure that the appropriate level of support and assistance is available during
this period. Since itis anticipated that multiple registries will be in the process of testing and
initialization simultaneously, the ITL Manager will assign a primary staff person to work with
each registry during this period. It will be important for the ITL and registry staff to develop a
working relationship and excellent communication.

Although no specific format is required, it is recommended that the schedule and plan address
the following areas, which comprise an initialization checklist:

Registry Checklist

e Assign Registry Manager and support staff

Define initialization schedule with projected milestone completion dates. Initialization
should be completed within a 2-month time period.

Submit Registry Documentation to ITL Manager

Enable VPN access to and from ITL

Obtain and test registry digital signature

Perform tests and assess results received back from the ITL Manager

Set up production environment

Verify time synchronization with ITL

Provide government account information for Cancellation, Replacement, and
Retirement Accounts for the first Commitment Period

ITL Checklist

Assign ITL Manager and primary staff to work with Registry Manager
Review registry schedule and set up ITL schedule

Review registry documentation

Enable VPN access to and from registry

Set up digital signature and participate in security and authentication tests
Assist with registry tests

Participate in tests and prepare analysis of test results

Receive account and contact data from registry

Set up production data for registry

Process and quality assure government account information

Documentation

The first task of a registry is to provide documentation of their registry system. This
documentation is needed to show that non-functional requirements of the DES are met and
that the registry will be operated in a manner consistent with excellent operating practices.
These requirements ensure the national registry has an adequate plan for addressing
operational and security requirements of the application.
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1638 9.2.1 Database and Application Backup

1639

1640 A database and application backup plan should be submitted outlining a detailed backup plan
1641 for the production database and software. Itis recommended that database backups be
1642 performed at a minimum frequency of daily.

1643

1644 Specific elements of the plan include:

1645

1646 ¢ Identification of personnel responsible for backup (include a primary individual and an
1647 alternate, or a staffing plan);

1648

1649 ¢ l|dentification of specific back up schedule and procedures (i.e., backup at 7pm each
1650 evening from terminal X by User ID Y);

1651

1652 ¢ Identification of backup media and its location;

1653

1654 ¢ Identification of the number of backup generations planned;

1655

1656 o Definition of strategy to monitor performance of backup tasks, including notification of
1657 backup failures, log review, spot checks, audit, management reporting, etc.;

1658

1659 ¢ Identification of scope or content of backup procedures (i.e., database, application
1660 software, server logs, etc.); and

1661

1662 ¢ Identification of backup hardware and software.

1663

1664 9.2.2 Disaster Recovery Plan

1665

1666 A disaster recovery plan designed to ensure business continuity in the event of catastrophic
1667 failure or disruption of the host environment should be submitted in conjunction with the

1668 backup procedures. The primary objective of a disaster recovery plan is to enable an

1669 organization to survive a disaster and to reestablish normal business operations as quickly as
1670 possible. In order to survive a catastrophic event, the organization must assure that critical
1671 operations can resume normal processing within a reasonable time frame. A contingency plan
1672 should be laid out in the event that the primary facility cannot perform required daily

1673 operations. In order for this plan to be effective, periodic testing and evaluation should be
1674 performed to ensure validity and viability.

1675

1676 Specific elements of the plan include:

1677

1678 ¢ Identification of an off-site facility with adequate disk space/storage and availability to
1679 serve as an emergency hosting environment;

1680

1681 o Definition of specific minimum hardware and software requirements to host the

1682 registry on a temporary basis;

1683 ¢ Definition of roles and responsibilities for primary and alternate personnel at the off-
1684 site location;

1685

1686 o Definition of roll-back procedures to step back to the latest backup. This may include
1687 obtaining daily transactions from the ITL that were not included in the last backup;
1688

1689 ¢ Notify all appropriate parties that a contingency plan is in effect (i.e., ITL, other

1690 registries or users);

1691

1692 e Identification of off-site location of documentation and procedure manuals, as well as
1693 any paper-based forms, necessary to deploy under a Disaster Recovery scenario;
1694

1695 o Definition of periodic testing strategy to demonstrate readiness to implement disaster
1696 recovery plan; and

1697
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1698 o Definition of expectation for time frame in which registry could begin operation

1699 following a disaster. The time frame would depend on the volume of transactions,
1700 cost and other factors and is not expected to be the same for each registry.

1701

1702 9.2.3 Security Plan

1703

1704 A security plan is defined in order to protect the application and data from unrestricted and
1705 unsolicited use. Secure access to the data should be provided at multiple intervals to insure
1706 redundancy of protection. For Web security, the following three primary areas should be
1707 addressed:

1708

1709 1. Server security. The Web and/or database server should be secured not only by user id
1710 and password but also physically to prevent unauthorized access to the data and application.
1711 As with most dynamic connectors to databases, a connection with full access must be granted
1712 to the Web server because various queries will need to access different tables or views to
1713 construct the HTML from the query. To prevent unauthorized use of these open data

1714 connections, the servers should be physically secured. In addition, security can be assigned
1715 at the table level on a database.

1716

1717 2. User-authentication security. This level of security insures no unauthorized access to
1718 information in the registry. This is accomplished by requiring unique user id’s and passwords
1719 that are regularly maintained by a Systems Administrator.

1720

1721 3. Session security. This level of security insures that data is not intercepted as it is broadcast
1722 over the Internet. This is accomplished by encrypting data passed to and from the registry.
1723

1724 Specific elements of the plan include:

1725

1726 o Definition of rules and responsibilities for security, recognizing that actions by persons
1727 are the most significant contributing factor to the success or failure of security

1728 planning;

1729

1730 e Determine physical access to the Web and/or Database server;

1731

1732 e Assign a network and database administrator and alternates, user id, passwords, and
1733 specific responsibilities;

1734

1735 e Activate audit trails recording activities at the server, database and data levels;

1736

1737 e Employ encryption of data transferred to and from the registry;

1738

1739 e Require frequent changes to password, restricting replication over a period of time;
1740

1741 ¢ Require passwords of specific length with a specific number of alpha and numeric
1742 characters. For example, 6 digit passwords with a minimum of 2 numbers; and

1743

1744 e Delete all unused User ids and passwords immediately and remove inactive user ids
1745 from the database on a regular basis.

1746

1747 9.2.4 Application Logging Documentation

1748

1749 To demonstrate conformance with Section 7 of the Data Exchange Standards, the Registry
1750 Manager is asked to provide a summary of the registry capability to maintain database logs
1751 and activity logs.

1752

1753 o Database Logging. Database administrators are required to implement transaction
1754 logging where logs for files can be periodically shipped to a remote server or alternate
1755 site. For Oracle databases, this is the equivalent of archive logging; for MS SQL
1756 Server this might be implemented with log shipping.

1757
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1758 o Activity logging. Activity logging should be utilized to track unauthorized attempts to

1759 log on to the server as well as general usage.

1760

1761 The documentation should include:

1762

1763 ¢ Definition of regular backup and archival of transaction logs;

1764

1765 o Definition of hardware utilized to store logs; and

1766

1767 e Assignment of personnel to review activity logs on a regular basis.

1768

1769 9.2.5 Time Validation Plan

1770

1771 For the successful data exchange, a registry must define and follow specific procedures to
1772 validate server time on a periodic basis.

1773

1774 The plan should include:

1775

1776 e Schedule for periodic time validation;

1777 ¢ Identification of time server to provide validation;

1778 e Assignment of personnel to perform or monitor time validation;

1779 ¢ Maintenance of documentation of time validations and any time adjustments resulting;
1780 o Definition of tolerance for time validation discrepancies; and

1781 o Definition of process for adjusting time.

1782

1783 9.2.6 Version Change Management

1784

1785 A clear migration path should exist to upgrade from version to version of registry software and
1786 database schemas. When a new version is released it must go through the testing sequence
1787 to insure that it is operable. This invokes preparing a testing environment and a test plan and
1788 a migration path to move the code and database schema to production assuming it has

1789 passed the testing sequence.

1790

1791 The Change Management Plan should include:

1792

1793 o Deployment Strategy

1794 e TestPlan

1795 ¢ Notification strategy

1796 o Data management/loading plan

1797

1798 9.2.7 TestPlan and Test Report

1799

1800 The test plan ensures that a registry has performed basic testing and is capable of

1801 participating in the tests outlined in Annex H which are required of a registry prior to being
1802 authorized to submit production transactions to the ITL. The test plan describes the various
1803 levels and types of testing that will be done throughout development.

1804

1805 A test plan should be outlined that steps through the basic system tasks to ensure no changes
1806 made in the test environment will affect day-to-day processing. This should cover System
1807 Administrator functionality, as well as all user-level testing. All test cases should be

1808 documented and archived for proof of concept and documentation purposes. A migration plan
1809 should be clearly outlined to move the test code, schema, or data to the production

1810 environment with minimal impact to the overall system (choose times of least traffic).

1811

1812 The test plan should include:

1813

1814 o Description of overall test strategy, testing procedures and documentation;

1815

1816 e |dentification of Test criteria;

1817

1818 e Identification of Testing tools;
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1819 ¢ Assignment of personnel to perform testing of the software, both on the initial release

1820 and for an upgrade in hardware or software;

1821

1822 o Description of test environment and management of that environment to ensure that
1823 results replicate the results expected in a production environment;

1824

1825 e Evidence that the plan provides for systematic testing in logical order of all module;
1826 subsystem, and system requirements against a well-defined set of test cases;

1827

1828 ¢ A method for documenting the performance of all tests in a test log; a method for
1829 identifying and reporting any anomalies or errors; and a procedure for tracking
1830 problems from detection to resolution;

1831

1832 ¢ Plans for creating the test environment, including all needed software and hardware
1833 purchases, are consistent with the application development schedule; and

1834

1835 Evidence that regression testing is a fundamental element of the plan.

1836

1837 9.2.8 Operational Plan

1838

1839 The operational plan ensures that the registry has appropriately planned and staffed the
1840 operational requirements of the registry, so that the ITL Administrator can foresee that the
1841 registry will continue to maintain effective operation once the registry has been approved to
1842 operate in a production mode with the ITL. The operational plan will address many of the
1843 requirements for the initial approval, but will provide a demonstration that the initial standards
1844 and requirements will be addressed on an ongoing basis.

1845

1846 The operational plan should include:

1847

1848 ¢ Definition of operational logs and record keeping;

1849 o Staffing and management; including training

1850 e Security management plan

1851 ¢ Ongoing performance evaluations and assessments

1852 o Data management strategy, including archiving and data quality assessment

1853 ¢ Modernization and technology assessment strategy

1854 e Technical support plan

1855

1856 9.3 Initialization Tests

1857 Once the ITL Administrator is satisfied these requirements have been met, the national
1858 registry can begin to establish electronic communication with the ITL. These procedures are
1859 performed in stages and are described below. Detailed requirements and processes for these
1860 tests are defined in Annex H.
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1861 Figure 9.1: Table of Initialization Tests

1862
Who Initiates o
Test Test Type the Test Description of Test
Communication Required Registry and ITL Installation, initialization and test
Initialization of the VPN.
ITL Extranet Login Required Registry Creation and verification of ITL
extranet account and password.
Registry Transaction Web | Required Registry Registry tests ITL Web services.
Services
ITL Transaction Web Required ITL ITL tests the registry Web
Services services.
Query Services Recommended Registry Test of querying capabilities.
Registry Reconciliation Required ITL Web service test from ITL
Web Services requesting reconciliation data.
ITL Reconciliation Web Required Registry Web service test in which
Services registry submits reconciliation
data.
Data Request Required ITL Web service initiated by the ITL
requesting data from a registry.
Data Identifier Recommended Registry Download and import of lookup
Initialization table data from ITL extranet
website.
1863
1864
1865 9.4 Communication Initialization
1866
1867 A registry must be able to demonstrate that a secure communication channel can be
1868 established to and from the ITL Communications Hub. The Registry Manager may elect for
1869 the ITL Manager to remotely administer the VPN. This requires the ITL Manager to assist or
1870 direct the installation and configuration of the VPN at the registry network. The test to validate
1871 connectivity can be performed at the time of installation. If the Registry Manager elects to
1872 install and configure the VPN, then an appointment shall be negotiated with the ITL Manager
1873 to test VPN connectivity. The test must demonstrate that the ITL and registry are able to
1874 connect to and send transmissions to and from each other. The IP address for both the
1875 registry VPN and ITL VPN shall be recorded and documented as valid and trusted
1876 connections to each other. This test shall be conducted and completed within a single
1877 business week. The ITL Manager shall notify the Registry Manager whether the test result
1878 was accepted or rejected as incomplete. The results of the Communication Initialization Test
1879 are recorded in the ITL database.
1880
1881 The tests conducted are as follows:
1882
1883 e Registry must test for Internet access;
1884
1885 e Registry records IP address of ITL for site-to-site configuration of the VPN. ITL will
1886 supply the configuration specifications for the VPN;
1887
1888 e Registry pings ITL IP address to validate VPN hardware can see ITL VPN;
1889
1890 e ITL records IP address of registry;
1891
1892 e Registry acquires digital certificate from Third Party Certificate Authority and install
1893 appropriate files;
1894

Technical Specifications for Data Exchange, Version <1.0>, Draft #7, November 3, 2004 Page 56



1895 e |TL is sent public key of certificate either from Certificate Authority or from the registry;
1896 and

1897

1898 ¢ Authentication test of Digital Certificate is initiated by the sending and receiving of
1899 public keys.

1900

1901 9.5 Access to ITL Website

1902

1903 There are two websites that support distribution of data from the ITL database, one which is
1904 public and one which requires security to access.

1905

1906 9.5.1 Public ITL Website

1907

1908 Access to the ITL public website for the purposes of querying unit transparent data does not
1909 require an account or password. The Registry Manager is responsible for checking the site to
1910 review content and alert the ITL Manager of any discrepancies in data. This test is for the
1911 benefit of the registry and does not require confirmation from the ITL. This test can be

1912 performed at any time.

1913

1914 9.5.2 Access to ITL Extranet

1915

1916 The ITL extranet hosts information regarding change management files or patches as well as
1917 XML datasets of all response codes and key identifier tables. Access to this site requires a
1918 login and password. The Registry Manager must request an account and password for

1919 access to this site. This test is for the benefit of the registry and does not require confirmation
1920 from the ITL. This test can be performed at any time.

1921

1922 9.6 Web Services Testing

1923

1924 The ITL Manager will host both a test and production environment for registries to test Web
1925 services independent of production data. Testing of Web services includes registries’ testing
1926 Web services against the ITL and the ITL Manager testing the registries’ Web services.

1927 All registries must first test all Web services through the ITL test environment. These tests
1928 shall confirm that all Web services have met functional specifications. The Registry Manager
1929 shall negotiate a timeframe for conducting these tests with the ITL Manager. The ITL

1930 Manager shall notify the Registry Manager as to whether the test results were accepted or
1931 rejected as incomplete. The results of the Web Services Test are recorded in the ITL

1932 database. These tests shall include:

1933

1934 e Registry Transaction Web Service Tests

1935 e |ITL Transaction Web Service Tests

1936 e Query Web Service Tests

1937 o Registry Reconciliation Web Services

1938 e |TL Reconciliation Web Services

1939

1940 9.7 Request for Other Data

1941

1942 The ITL requires that a registry provide information to the ITL for possible distribution to the
1943 various ITL websites. These data include information regarding account and representative
1944 information as well as general queries for time synchronization. The ITL Manager shall

1945 negotiate a time frame for performing these requests with a Registry Manager. These tests
1946 shall be conducted and completed within a single business day. The ITL Manager shall notify
1947 the Registry Manager regarding whether the test results were accepted or rejected as

1948 incomplete. The results of the Data Request Test are recorded in the ITL database. The
1949 following Web services will be tested for the submission of data. For additional information on
1950 the content and methodology for Web service testing, see Annex H.

1951

1952
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1953 9.8 Data Identifier Initialization

1954
1955 Registries are expected to load all response code data as well as data for all key identifier
1956 lookup tables into their systems. The following table identifies the data that the registry needs
1957 to download from the ITL extranet website for integration into their systems. This initialization
1958 is for the benefit of the registry and does not require confirmation from the ITL. This data
1959 initialization can be performed at any time. The datasets are listed below.
1960
1961 Figure 9.2: Look-up Table Initialization
1962
Data Set Description
Account Type Code Account Descriptions
Registry Code 1ISO-1066 Country Codes and Identifiers for Registries
Unit Type Code Identifies type of unit
Supplementary Unit Type Code Identifies additional unit type codes for an STL
Transaction Type Code Identifies the type of transaction
Transaction Status Code Identifies the status of a transaction
Response Catalog Lists of all possible response code and descriptors
Supplementary Transaction Code Identifies additional transaction type codes for an STL
Notification Type Code Identifies types of notifications
1963
1964
1965 9.9 Full System Test
1966
1967 Once each individual component of the registry-ITL communication system has been tested,
1968 the registry should initiate a series of transactions and allow them to continue to completion
1969 without manual intervention. These transactions will be documented in the test plan and will
1970 be representative of the different types of communications between the registry and the ITL.
1971 Once each transaction has ended with a predictable result, the registry is certified to use the
1972 production environment.
1973
1974 9.10 Reconciliation Services and Schedule
1975
1976 Initially, requests for reconciliation data shall be requested daily and after a timeframe in which
1977 no errors have been reported over a sample period of time involving numerous transactions
1978 the ITL Manager and Registry Manager may negotiate a less frequent time frame for
1979 reconciliation requests. The Registry Manager may also negotiate the time of day in which it
1980 does not present an undo burden to provide reconciliation data requests to the ITL. Failure to
1981 provide reconciliation data when requested can cause the suspension of transaction
1982 privileges.
1983
1984 9.1 Government Account Information
1985
1986 Prior to receiving authorization to operate in production mode with the ITL, the registry will
1987 provide to the ITL information about the account identifiers and account types for all
1988 government accounts used by the registry for holding units for cancellation, retirement and
1989 replacement purposes. The registry will provide this information to the ITL Administrator in a
1990 data file in the comma delimited format as defined in Figure 9.3.
1991
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1992
1993

1994
1995
1996
1997
1998
1999
2000
2001
2002
2003
2004

2005

Figure 9.3: Government Account File Specifications

Column # Data Element Data Attributes Description
1 Registry Code Alphanumeric (3) Per Annex F
2 Account Identifier Numeric Per Annex F
3 Commitment Period Numeric Per Annex G
4 Account Type Code Numeric Per Annex G
5 Account Status Numeric 1=0pen
2 = Closed
6 Action Numeric 1=Add
2 = Update

3 = Delete (or archive)

This format will be used on an ongoing basis to update these records, which are used to verify
that the Commitment Period and account type are accurate when transactions are submitted
to cancel, retire or replace units.

For registries which will initialize for the ITL after first initializing with the STL, the STL will
provide the required government account data to the ITL for this purpose.
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