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Summary 

The Conference of the Parties, by its decisions 19/CP.7 and 24/CP.8, requested the Chair of the 
Subsidiary Body for Scientific and Technological Advice, with the assistance of the secretariat, to 
convene intersessional consultations with Parties and experts on registry systems (national registries, the 
clean development mechanism registry and the international transaction log). 

This report on the intersessional consultations, held on 8–10 November 2004 in Bonn, Germany, gives 
information on: 

(a) Progress on the development of registries 

(b) The conformity of the functional and technical specifications with the general design requirements 
of the data exchange standards, as contained in decision 24/CP.8 

(c) Possible modalities for the cooperation among registry system administrators 

(d) Possible modalities for the activities of the ITL administrator. 
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I.  Introduction 
A.  Mandate 

1. The Conference of the Parties (COP), by its decisions 19/CP.7 and 24/CP.8, requested the Chair 
of the Subsidiary Body for Scientific and Technological Advice (SBSTA), with the assistance of the 
secretariat, to convene intersessional consultations with Parties and experts on registry systems (national 
registries, the clean development mechanism (CDM) registry and the international transaction log (ITL)). 

2. The SBSTA, at its twentieth session, requested its Chair to consider the following issues in 
conducting the consultations and to report on progress to the SBSTA at its twenty-first session: 

(a) Ensuring that version 1.0 of the technical specifications of the data exchange standards is 
in accordance with the general design requirements of the data exchange standards 
recommended by decision 24/CP.8 for adoption by the Conference of the Parties serving 
as the meeting of the Parties to the Kyoto Protocol (COP/MOP) 

(b) Facilitating dialogue among administrators, and developers of national registries 
identified by Parties, prior to the tenth session of the COP 

(c) Preparing proposals, for consideration by the SBSTA at its twenty-first session, on the 
structure and procedures for long-term cooperation among administrators, including in 
relation to the scope, activities, reporting and funding of such cooperation and the 
possible role of the cooperation in the review process under Article 8 of the Kyoto 
Protocol 

(d) Exchanging information and experience relating to the establishment and operation of 
registry systems.  

B.  Scope of the note 

3. This report provides information on the intersessional consultations on registry systems convened 
by the Chair of the SBSTA in response to the above mandate.  In particular, this report contains 
information on the consultations held on 8–10 November 2004 in Bonn, Germany. 

4. Information on progress in the development and implementation of the data exchange standards, 
the ITL and the CDM registry is contained in document FCCC/SBSTA/2004/12.  Further information on 
the development and implementation of the CDM registry is included in the report by the Executive 
Board of the CDM to the COP contained in document FCCC/CP/2004/2 and Add.1. 

II.  Proceedings of the consultations 
A.  Background 

5. The intersessional consultations on registry systems were attended by 45 participants from Parties 
and organizations, including from 23 Parties included in Annex I to the Convention (Annex I Parties) 
and 4 Parties not included in Annex I to the Convention (non-Annex I Parties).  A member of the CDM 
Executive Board and two representatives of non-governmental organizations were also present. 

6. The consultations were the fifth in a series of consultations on this issue.  At the request of the 
Chair of the SBSTA, Mr. Murray Ward (New Zealand) continued to chair the consultations. 

7. The first day of the consultations concentrated on the discussion of the data exchange standards 
and the associated role of the ITL, the checks to be performed by the ITL in its verification of the validity 
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of registry transactions, and progress being made in the development of registries and the ITL.  
Discussions on the second day concentrated on cooperation among registry administrators with regard to 
the required technical activities and with a view to the further consideration of modalities relating to such 
cooperation at the twenty-first session of the SBSTA.  On the third day, discussion returned to the topic 
of the ITL, with further discussions on the ITL checks, the public availability of ITL information and 
possible modalities relating to the activities of the ITL administrator. 

B.  Progress on the development of registries 

8. The results of a questionnaire concerning the progress made in developing and implementing 
national registries were presented.  The questionnaire, which was circulated to Annex I Parties in 
September 2004, covered, inter alia, the development status and timing of national registries, estimates of 
required resources, and contact information for registry administrators.  Seventeen responses were 
received and are summarized as follows: 

(a) Most respondents from the member States of the European Union (EU) are currently 
involved in the construction or testing of their national registries.  Some respondents 
from other Annex I Parties which have ratified the Kyoto Protocol are in preliminary 
design stages, and others are in advanced stages of construction and testing 

(b) Most respondents from the member States of the EU expect to finalize the construction of 
their national registries early in 2005, in line with the timing set out by the EU emissions 
trading scheme.  Most respondents from other Annex I Parties plan to complete 
construction between mid-2005 and mid-2006, in line with the timing of the initial 
review of registry systems under Article 8 of the Kyoto Protocol 

(c) Financial and human resource requirements for the development and operation of 
national registries vary widely.  Most respondents indicated that they are purchasing base 
registry software from another Party or vendor, for subsequent modification, in order to 
reduce the resource requirements of implementing their national registries 

(d) Most respondents provided initial contact information for their registry administrators.1 

9. Representatives of France, Japan and the United Kingdom of Great Britain and Northern Ireland 
made presentations on the progress in the development of their national registries.  These registries are in 
advanced stages of development and are based on drafts of the technical specifications of the data 
exchange standards completed in mid-2004.  The presentations stressed the importance of sharing 
information and experience among registry developers and the need to engage end users at an early stage 
of development.  The development work also showed that internal testing is of critical importance, as will 
be the availability of ITL staff when registries are tested with the ITL. 

10. In the case of France and the United Kingdom, the development of registries has focused on the 
functions required for the EU emissions trading scheme.  These registries are currently being tested with 
the Community Independent Transaction Log (CITL) being developed by the European Commission for 
this scheme.  These Parties expect to complete the EU functions of their registries in 2004 and extend 
their registries to fully comply with registry requirements under the Kyoto Protocol in 2005, in 
preparation for their being tested with the ITL when it becomes available. 

11. Representatives of Canada, New Zealand, Norway and Switzerland also took the opportunity to 
share information on the development of their national registries.  These registries are in various stages of 

                                                      
1 It is expected that the designation by Annex I Parties of organizations as national registry administrators will be 

communicated to the secretariat in a formal manner. 
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development.  Some of these Parties are considering the purchase of base registry software, for 
subsequent modification to meet their specific domestic policy needs. 

12. The progress made in developing the CDM registry was described by the secretariat.  It 
announced that a vendor has been selected, in accordance with United Nations procurement procedures, 
for the development, deployment and operational support of the CDM registry.  This registry is to be 
deployed in two phases: 

(a) Version 1 of the CDM registry (completed in November 2004) contains functions that 
will enable it, upon the request of the Board, to issue certified emission reductions 
(CERs) and forward them to accounts within the CDM registry for participants in the 
projects and accounts for the share of proceeds (for adaptation purposes and to cover the 
administrative costs of the CDM) 

(b) Version 2 of the CDM registry (to be completed in July 2005) is to be fully compatible 
with the data exchange standards and will provide for transfers of CERs to the national 
registries of Annex I Parties; secure access by account holders to their accounts; the 
reconciliation of data with the ITL; and the generation of enhanced reports for account 
holders, the public and other users. 

C.  Data exchange standards 

13. The specifications of the data exchange standards, which were recently completed in accordance 
with decision 24/CP.8, were presented and discussed during the consultations.2  These specifications 
define a network of registry systems in which all national registries and the CDM registry are connected 
to the ITL via secure Internet channels, and the processes and electronic messaging which coordinate the 
transactions and reconciliation actions provided for in decisions 19/CP.7, 24/CP.8 and 19/CP.9. 

14. The specifications provide sufficient technical detail to enable the administrator of each registry 
system to implement the data exchange standards in full.  This includes the mechanisms for secure 
communications over the Internet, data and identifier formats, codes to identify the results of ITL checks, 
administrative processes for the ITL within the network, data records to be stored by each system, test 
protocols, and processes for initializing registry communications with the ITL.  The specifications cover 
transactions of all units established under the Kyoto Protocol, including those established by 
decision 19/CP.9 for afforestation and reforestation activities under the CDM. 

15. The discussion on the data exchange standards during the consultations focused on the objectives 
of the standards and the structure and contents of version 1.0 of the technical specifications, as well as on 
how the technical specifications contribute to the accurate, transparent and efficient processing of 
transactions.  The role and functions of the ITL were also discussed in parallel with the data exchange 
specifications in order to clarify the interaction between registries and the ITL. 

16. Further information on how these specifications relate to the general design requirements of the 
data exchange standards contained in decision 24/CP.8 is given in the annex.  

17. It was noted during the discussions that modalities need to be developed through which the 
appropriate versions of the data exchange standards are recognized as being the ones to be implemented 
in registry systems and are made available to registry system administrators.  Further modalities need to 
be developed to coordinate the future development of the specifications, in order to meet the need for 
improvements and technological advances.  These issues should be taken into account when developing 

                                                      
2 Version 1.0 of the functional specifications (40 pages) and the technical specifications (350 pages) of the data 

exchange standards may be found at <http://unfccc.int/meetings/workshops/other_meetings/items/3167.php>. 
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modalities for the cooperation among registry system administrators and for the activities of the ITL 
administrator. 

D.  Cooperation among administrators of registry systems 

18. The secretariat presented the purpose and possible scope of activities to facilitate cooperation 
among administrators of registry systems, as discussed most recently at the twentieth session of the 
SBSTA.  It was noted that the cooperation needs to focus on the technical, operational and procedural 
compatibility of national registries, the CDM registry, the ITL and supplementary transaction logs (STLs) 
established under regional trading schemes.  Such cooperation should be sustainable over the long term. 

19. It was considered that the cooperation should focus primarily on procedures to be commonly 
implemented by all registry systems with regard to: 

(a) Standardized tests and independent assessment reports for registry systems and measures 
to facilitate the achievement of specified quality benchmarks.  Such tests and reports 
could be considered by Article 8 review teams in relation to the review of the national 
registries of Annex I Parties 

(b) Coordination of the reconciliation of data between registry systems, on the basis of the 
reconciliation processes defined in the data exchange standards 

(c) Coordination of change management in the specifications of the data exchange standards, 
including the development, implementation and monitoring of changes 

(d) Procedures to facilitate the prevention and resolution of technical and operational 
problems. 

20. The participants also noted that the development of recommended practices through the 
cooperation would be useful in further enhancing the coordinated operation of registry systems.  The 
cooperation could also form the basis for sharing information and experience relating to the development 
and operation of registries. 

21. The effective facilitation of the cooperative activities was considered important.  Such facilitation 
would be required in relation to, inter alia, information management, communication, the coordination of 
activities, technical development, technical assessments and logistical support.  In the light of the central 
role of the ITL, the administrator of the ITL would be in a good position to provide this facilitation, with 
the assistance of the contractor selected to host the ITL. 

22. The importance of reporting to the COP/MOP on the cooperative activities was also stressed.  
Such reporting could be conducted on an annual basis.  It could address progress on the cooperative 
activities and their consistency with decisions adopted by the COP and the COP/MOP, as well as any 
further recommendations regarding modalities for the enhancement of registry system operations or the 
strengthening of cooperation among registry system administrators.  It was noted that such reporting 
could be included in the reporting that the ITL administrator needs to make to the COP/MOP. 

23. The funding of the cooperative activities was discussed.  Funds for the participation of national 
registry and STL administrators and their staff could be covered directly by the budgets established by 
Parties for these organizations.  The participation of the CDM registry administrator and its staff could be 
provided for through the dedicated funding arrangements established for the CDM registry. 
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24. Several options were discussed regarding the means of fulfilling resource requirements for the 
facilitation of the cooperative activities by the ITL administrator, its staff and the contractor selected to 
host the ITL.  The funding of such facilitation needs to be stable, predictable and of a level sufficient to 
undertake all aspects of the required work.  The options raised included: 

(a) Funding included within the programme budget of the UNFCCC.  Once the budget has 
been established for each biennium, this option may provide predictability of funding and 
clarity with regard to the obligations of Parties contributing resources in this manner 

(b) Funding through fees contributed directly by the registry administrators of each Annex I 
Party concerned.  This option may provide predictability of funding and additional 
flexibility to adjust contributions as necessary 

(c) Funding through fees based on transactions conducted.  This option may not provide 
sufficient predictability of funding, particularly in the early stages of registry use 

(d) Funding through contributions by Annex I Parties to the UNFCCC Trust Fund for 
Supplementary Activities.  This option may not provide sufficient predictability of 
funding or clarity with regard to the obligations of Annex I Parties. 

25. A technical breakout group held separate discussions during the consultations in order to consider 
procedures to be commonly implemented by all registry systems, as referred to above.  Discussions were 
conducted on the basis of draft outlines of common implementation procedures prepared by the 
secretariat3 and were attended by 14 technical experts involved in the development of national registries.  
The draft outlines, together with the suggested enhancements forwarded by experts during the 
discussions, were seen as providing a good initial basis for the development of common implementation 
procedures through the cooperation among administrators. 

E.  The international transaction log 

26. The secretariat presented information on the development of the ITL, including its role and 
functions and the technical design work that has been conducted so far.  Information was included on the 
automated checks to be performed by the ITL on transactions undertaken by registries, notifications to be 
sent to registries regarding actions which they are required to undertake in accordance with decisions of 
the COP, and the reconciliation of data between the ITL and registries. 

27. The secretariat provided further detailed information on the automated checks to be performed by 
the ITL through its presentation of a draft note listing the checks which have so far been defined.  The 
draft note indicates the categories and purposes of the checks, describes the manner in which they are 
designed to function, and indicates the provisions of COP decisions relevant to the checks.  This draft 
note was prepared by the secretariat in its role as administrator of the ITL.4  

28. A range of possible modalities was suggested for the activities to be undertaken by the ITL 
administrator, including: 

(a) The facilitation of the cooperative activities of registry system administrators 

(b) The publication of up-to-date versions of the specifications of the data exchange 
standards to be implemented by registry systems 

(c) The initialization of communications between the ITL, registries and STLs, on the basis 
of technical requirements being met 

                                                      
3 These outlines may be found at <http://unfccc.int/meetings/workshops/other_meetings/items/3167.php>. 
4 The draft note may be found at <http://unfccc.int/meetings/workshops/other_meetings/items/3167.php>. 
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(d) The establishment of legal arrangements with registries and STLs 

(e) The forwarding of data to STLs, as required for the implementation of regional 
greenhouse gas trading schemes, in relation to Parties participating in such schemes 

(f) The public availability of information from the ITL, taking account of confidentiality 
considerations 

(g) Annual reports to be submitted to the COP/MOP, in relation to its activities and those 
under the cooperation among registry system administrators. 
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Annex 

Conformity of the technical specifications of the data exchange standards 
with the provisions of decision 24/CP.8 

 

The following table matches the general design requirements of the data exchange standards, as contained 
in decision 24/CP.8, to version 1.0 of the technical specifications of these standards.   

 
Annex to decision -/CMP.1 
attached to decision 24/CP.8 

Technical specifications of the data exchange standards 

Para-
graph 

Topic addressed 
in the paragraph 

Description of how the technical specifications meet 
the provisions contained in decision 24/CP.8 

Relevant 
section 

1 Technical basis for 
transactions under 
the mechanisms and 
the modalities for the 
accounting of 
assigned amounts  

• The processes and electronic messaging which 
coordinate transactions undertaken by registries are 
defined 

General 
1.1 
1.3 

2 Types of 
transactions 

• The following transactions are covered:  issuance, 
conversion, external transfer, internal transfer 
(cancellation, replacement, retirement), carry-over, 
expiry data change 

4.1 

3 Tiered framework of 
the data exchange 
standards 

• The technical specifications form the third tier of the 
data exchange standards 

1.1 

4 General design 
requirements 

• Not applicable  

5 (a) Facilitation of the 
mechanisms and the 
modalities for the 
accounting of 
assigned amounts 

• The processes and electronic messaging which 
coordinate transactions undertaken by registries are 
defined 

General 
1.1 
 

5 (b) Accuracy of data 
and of the exchange 
of data 

• Contents and formats of messages are defined (ITL 
checks for completeness and integrity) 

• Data recording requirements for registry systems 
ensure that audit trails of units and transactions are 
maintained 

• Defined transaction sequences ensure that units are not 
recorded in multiple registries 

• Data sets held by registries and the ITL are regularly 
reconciled using defined processes 

4 
5 
7 
Annex B 
Annex C 
Annex E 
Annex K 
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Annex to decision -/CMP.1 
attached to decision 24/CP.8 

Technical specifications of the data exchange standards 

Para-
graph 

Topic addressed 
in the paragraph 

Description of how the technical specifications meet 
the provisions contained in decision 24/CP.8 

Relevant 
section 

5 (c) Transparency and 
auditability of 
transaction processes 

• Data recoding requirements for registry systems 
ensure that audit trails of units and transactions are 
maintained 

• Data sets held by registries and the ITL are regularly 
reconciled using defined processes 

• ITL checks for completeness and integrity in 
transaction and reconciliation processes  

5 
7 
4.6 
Annex E 

5 (d) Transparency of 
non-confidential 
information 

• Data recording requirements provide the basis for the 
public availability of information 

• Operational procedures for making information 
available may be addressed through administrators’ 
cooperation 

7 
 

5 (e) Efficiency in 
transaction 
procedures 

• Initial processing of a message is not to exceed 60 
seconds 

• ITL administrative processes cancel transactions for 
which messages have not been responded to after 24 
hours 

• Time synchronization in all registry systems 

3.8 
3.9 
6.1 
6.5 

5 (f) Security of data 
storage and data 
exchange 

• Security and encryption in communications is 
provided by a hardware-based virtual private network 
(VPN) and secure socket layer (SSL) 

• Authentication of the transmitting registry system is 
ensured through authenticating digital signatures 

• Operational procedures addressing security are 
required for the initialization of communications and 
are to be addressed further through administrators’ 
cooperation 

3 
9.2.3 
Annex H 

5 (g) Maximum resilience 
and availability of 
registry systems 

• Data recording requirements for registry systems 
ensure that audit trails are maintained 

• Data sets held by registries and the ITL are regularly 
reconciled using defined processes 

• Operational procedures addressing backup and 
disaster recovery plans are required for the 
initialization of communications and are to be 
addressed further through administrators’ cooperation 

5 
7 
9.2.1 
9.2.2 
Annex H 

5 (h) Independent design 
of individual registry 
systems 

• Only minimum requirements for data exchange and 
data storage are defined 

• Web services allow underlying registry processes to 
be independent of the communications mechanism 

General 
Annex B 
Annex C 
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Annex to decision -/CMP.1 
attached to decision 24/CP.8 

Technical specifications of the data exchange standards 

Para-
graph 

Topic addressed 
in the paragraph 

Description of how the technical specifications meet 
the provisions contained in decision 24/CP.8 

Relevant 
section 

6 Standardized 
messages, formats 
and protocols 

• Messages and message sequences are defined for each 
transaction type, using web services that define 
message contents and formats 

• Messages are based on eXtensible Markup Language 
(XML) and Simple Object Access Protocol (SOAP) 

3 
4 
Annex B 
Annex C 

7 (a) Time certification • Date and time formats are defined 
• Time synchronization protocols are defined and 

implemented through the ITL 

3.8 
6.5 

7 (b) Message 
identification 

• All messages are uniquely identified by a number of 
attributes contained in the Web Service Description 
Language (WSDL), including transmitting and 
acquiring registry systems, date and time  

Annex K 

7 (c) Transaction number • All messages relating to transactions contain a unique 
transaction number 

Annex F 
Annex K 

7 (d) Transaction record • All messages relating to transactions contain 
transaction information, including unit quantities, unit 
serial numbers and accounts involved in the 
transaction 

Annex K 

7 (e) Status of the 
transaction 

• All messages relating to transactions contain an 
indication of the transaction status, including 
proposed, checked, completed, terminated, rejected, 
cancelled, accepted 

4.3 
4.4 
Annex K 

7 (f) Indication of units 
for which a 
discrepancy has been 
identified 

• Transactions for which a discrepancy has been 
identified are indicated in the response by the ITL 

• The ITL maintains a record of units subject to 
transactions which were not terminated after a 
discrepancy was identified in the transaction, and 
makes this information publicly available until the 
issue has been resolved 

• Subsequent attempts to transact units for which a 
discrepancy has been identified will again be 
identified by the ITL 

4 
Annex E 
 

7 (g) Termination by the 
acquiring registry of 
a transaction for 
which a discrepancy 
has been identified 

• Acquiring registries may elect to accept or reject any 
transaction by including the appropriate status codes 
in its messages 

4.4 

7 (h) Confirmation 
responses to indicate 
message receipt 

• Confirmation is to be given within 60 seconds of 
receiving each message 

3.9  
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Annex to decision -/CMP.1 
attached to decision 24/CP.8 

Technical specifications of the data exchange standards 

Para-
graph 

Topic addressed 
in the paragraph 

Description of how the technical specifications meet 
the provisions contained in decision 24/CP.8 

Relevant 
section 

7 (i) Error messages 
identifying the point 
of failure 

• The relevant check and the reason for failure is 
identified in the response by the ITL to the registry 

4.6 
Annex E 

8 Common language 
protocol for 
messages 

• Messages make use of XML and SOAP protocols 
• These protocols are independent of specific hardware 

and software 

3.2 
Annex K 

9 Changes in data 
formats and 
universal character 
sets 

• Data formats may be changed or added to through 
change management procedures 

• All message content is represented as numeric values 
(except for country codes defined by the ISO 3166) 

1.6 
8 
 

10 Modelling using 
standard notation  

• Specifications were modelled using Unified Modelling 
Language (UML)  

4 
5 

11 Point of transaction 
finality 

• In the case of single registry transactions (issuance, 
conversion, internal transfer, carry-over, expiry date 
change), a transaction is completed when the registry 
updates its database and confirms this to the ITL 

• In the case of multiple registry transactions (external 
transfers), a transaction is deemed unequivocally final 
when the acquiring registry confirms its acceptance or 
rejection of the transaction to the ITL (where the 
acquiring registry accepts, the initiating registry is to 
complete the transaction accordingly) 

4.3 
4.4 

12  Time frame for 
sending next 
messages in a 
sequence 

• The next message in a transaction sequence is to be 
sent within 24 hours 

• Transactions for which the subsequent messages are 
not sent within this period are to be cancelled by the 
ITL 

6.1 

13 Transaction priority • Transaction proposals for units already subject to a 
transaction are identified by the ITL and may not 
proceed until the prior transaction is completed, 
terminated by the registry or cancelled by the ITL 

4.6 
Annex E 



FCCC/SBSTA/2004/INF.18 
Page 13 
 

 

 
Annex to decision -/CMP.1 
attached to decision 24/CP.8 

Technical specifications of the data exchange standards 

Para-
graph 

Topic addressed 
in the paragraph 

Description of how the technical specifications meet 
the provisions contained in decision 24/CP.8 

Relevant 
section 

14 Elements of unique 
serial numbers 

• All elements referred to in decision 24/CP.8 are 
integrated into unit serial numbers 

• Serial number data are stored and transmitted in 
blocks indicated by start and end serial numbers 

• An applicable commitment period identifier is defined 
in order to indicate when a unit has been carried over 
to the subsequent commitment period 

• The full set of serial number elements is as follows:  
originating Party, unit type, supplementary unit type, 
unit serial block start, unit serial block end, original 
commitment period, applicable commitment period, 
land use, land-use change and forestry activity, project 
identifier, track code, and expiry date (some are not 
applicable to all units) 

• The supplementary unit type code has been added to 
allow regional trading schemes to add information to 
unit serial numbers covered by their schemes 

Annex E 
Annex F 
Annex K 

15 Indicator of validity 
for use towards 
commitments under 
Article 3, 
paragraph 1 

• The ITL maintains a record of units subject to 
transactions which were not terminated after a 
discrepancy was identified in the transaction and 
makes this information publicly available until the 
issue has been resolved 

• Subsequent attempts to transact such units will again 
be identified by the ITL 

• The applicable commitment period identifier within 
the serial number indicates the commitment period for 
which a unit may be retired 

4.1.7 
Annex E 

16 Elements of unique 
account numbers 

• All elements referred to in decision 24/CP.8 are 
integrated into account numbers 

• The full set of account number elements is as follows:  
registry identifier, account type, account identifier, 
and applicable commitment period 

Annex E 
Annex F 
Annex K 

17 Elements of unique 
transaction numbers 

• The full set of transaction number elements is as 
follows:  registry identifier and transaction identifier 

• Other elements referred to in decision 24/CP.8 are 
integrated in transaction messages:  applicable 
commitment period, date/time and transaction type 

Annex E 
Annex F 
Annex K 
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Annex to decision -/CMP.1 
attached to decision 24/CP.8 

Technical specifications of the data exchange standards 

Para-
graph 

Topic addressed 
in the paragraph 

Description of how the technical specifications meet 
the provisions contained in decision 24/CP.8 

Relevant 
section 

18 Central 
communications hub 

• All communications defined by the data exchange 
standards take place directly between registries and 
the communications hub integrated with the ITL (no 
direct registry-to-registry communications are defined)  

• The communications hub is to record all messages 
received by it or passed to another registry system 

1.3 
3.4 

19 Common protocols 
for the testing, 
initiation and 
suspension of the 
operation of registry 
systems 

• Operational procedures addressing the testing, 
initiation and suspension of registry system operation 
are defined for the initialization of communications 
between registries and the ITL 

• These procedures are to be addressed further through 
administrators’ cooperation 

9 
Annex H 

20 (a) Security measures 
for ensuring 
confidentiality 

• Security and encryption in communications is 
provided by a hardware-based VPN and SSL 

• Operational procedures addressing security are 
required for the initialization of communications and 
are to be addressed further through administrators’ 
cooperation 

3.3 
9.2.3 
Annex H 

20 (b) Security measures 
for ensuring 
authentication 

• Authentication of the transmitting registry system is 
ensured through authenticating digital signatures 

3.3 

20 (c) Security measures 
for ensuring non-
repudiation 

• Data sets held by registries and the ITL are regularly 
reconciled using defined processes 

5 

20 (d) Security measures 
for ensuring data 
integrity 

• Security and encryption in communications is 
provided by a hardware-based VPN and SSL 

3.3 

20 (e) Security measures 
for ensuring 
auditability 

• Data recording requirements for registry systems 
ensure that audit trails of units and transactions are 
maintained 

• Internal audit logs are to record all changes to data 
which are critical to transaction and reconciliation 

7 
7.4 

21 Scalability of the 
ITL to receive and 
process messages 

• Message queues maintained by the communications 
hub track messages during peak processing periods 

• The ITL design includes clustered servers which may 
be extended to manage higher processing demands 

ITL 
specifi-
cations 

22 Scheduled downtime • Operational procedures addressing downtime and 
system availability are required for the initialization of 
registry communications with the ITL and are to be 
addressed further through administrators’ cooperation 

9.2.1 
9.2.2 
Annex H 
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23 Public availability of 
discrepancy 
information 

• The ITL maintains a record of units subject to 
transactions which were not terminated after a 
discrepancy was identified in the transaction and 
makes this information publicly available until the 
issue has been resolved 

ITL 
specifi-
cations 

24 Separate messaging 
test environment 

• Operational procedures addressing separate test 
environments are required for the initialization of 
registry communications with the ITL and are to be 
addressed further through administrators’ cooperation 

9.2.7 
Annex H 

25 (a) Measures to ensure 
the accuracy of data 
records and 
transactions 

• Operational procedures addressing database and 
activity records are required for the initialization of 
registry communications with the ITL and are to be 
addressed further through administrators’ cooperation 

• The reconciliation process provides an independent 
source of data 

9.2.4 
Annex H 

25 (b) Measures to ensure 
data protection and 
automatic secure 
recording of data 

• Operational procedures addressing security and data 
records are required for the initialization of registry 
communications with the ITL and are to be addressed 
further through administrators’ cooperation 

• The reconciliation process provides an independent 
source of data 

5 
7 
9.2.1  
9.2.2 
9.2.3 
9.2.4 
Annex H 

25 (c) Measures to ensure 
data protection 
against security 
compromises 

• Operational procedures addressing security and data 
records are required for the initialization of registry 
communications with the ITL and are to be addressed 
further through administrators’ cooperation 

• The reconciliation process provides an independent 
source of data  

5 
7 
9.2.1 
9.2.2 
9.2.3 
9.2.4 
Annex H 

25 (d) Measures to ensure 
the safeguarding and 
recovery of data and 
registry services 

• Operational procedures addressing the back-up of 
databases and applications are required for the 
initialization of registry communications with the ITL 
and are to be addressed further through administrators’ 
cooperation 

9.2.1 
9.2.2 
Annex H 

25 (e) Measures to prevent 
inconsistencies and 
halt transactions 
concerned until they 
have been resolved 

• Data recording requirements for registry systems 
ensure complete recording of data necessary for 
transaction and reconciliation processes 

• Attempts to transact units for which an inconsistency 
has been identified through the reconciliation process 
will be identified by the ITL 

7 
Annex E 
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25 (f) Measures to prevent 
discrepancies from 
occurring 

• All transaction processes specify that a terminated 
status must follow the identification of a discrepancy 
in a proposed transaction 

• Operational procedures for testing are required for the 
initialization of registry communications with the ITL 
and are to be addressed further through cooperation 

4 
9.2.7 
Annex E 

26 Reconciliation 
process 

• Data sets held by registries and the ITL are regularly 
reconciled using defined processes 

• A three-stage reconciliation process is defined, for 
which the coordination of reconciliation actions is to 
be implemented through administrators’ cooperation, 
which may be undertaken on a daily basis if needed 

• Attempts to transact units for which an inconsistency 
has been identified through the reconciliation process 
will be identified by the ITL 

5 
Annex E 

27 Retention of data 
records 

• All data are to be maintained until at least the end of 
the third commitment period after the applicable 
commitment period of the relevant units 

• In the case of long-term certified emission reduction 
units, related data are to be maintained until at least 
the end of the second commitment period after the 
latest crediting period of the relevant units 

• Data older than one year may be archived but are to be 
available within 48 hours 

7 

28 (a) Confirmation by 
registries, to the ITL, 
of completion or 
termination of 
transactions 

• All transaction processes specify that initiating and 
acquiring registries are to confirm the completion or 
termination of transactions to the ITL 

• The absence of a confirmation message results in the 
ITL not updating its records, such that subsequent 
reconciliation processes will identify an inconsistency 
between the ITL and registry records 

4.3 
4.4 

28 (b) Provision by 
registries, to the ITL,  
of information on 
entities authorized to 
participate in the 
mechanisms under 
the Kyoto Protocol 

• Under decision 19/CP.7 registries are required to make 
available lists of entities authorized to hold units 

• The ITL holds information on units and transactions 
on the basis of account types, rather than individual 
accounts, as it checks only transactions which affect 
the overall balance of units available in a registry for 
compliance purposes (entity information is not 
required by the ITL for this purpose) 

General 
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